HNudopmannonHas naMsaTka
JJIS1 00y4aIoIIUXCs ISl pa3MelleHusl Ha
opunuansubix UHTEpHET-pecypcax

C KaxaplM TOJOM MOJOJICKH B HHTEPHETE
CTaHOBHUTLCI OOJIBIINE, a MIKOJILHUKU OJHH K3 CAMBIX
aKTUBHBIX MoJib30Baresie Pynera. Mexay TeM, TOMUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEU, HHTEPHET HECET
U mpoOiieMpl. DTa TaMsATKa JOJDKHA IIOMOYb TeOe
0e30IMacHO HAXOIUThCS B CETH.

Komnvromepnuie eupycol

KommnbroTrepHblii BHPYC — 3TO PpPa3sHOBUIAHOCTH
KOMITBIOTEPHBIX porpamm, OTJINYUTEIBHOMN
OCOOCHHOCTBIO KOTOPOW  SIBJISIETCS  CIIOCOOHOCTH K
pa3MHOXKEHUIO. B ononHeHue K 3ToMy, BUPYCbl MOTYT
MOBPE/INUTH WM TIOJTHOCTBIO YHHUTOXHUTD BCe (Pailibl M TaHHBIE, IOAKOHTPOJILHBIC TIOJIH30BATENIO, OT UMEHH
KOTOpOro Obla 3amylieHa 3apakEHHas @porpaMma, a Takke IOBPEIUTh WM JaXe YHUUYTOKUTh
OTIEPALIMOHHYIO CUCTEMY CO BCeMH (haillaMu B 11eJIoM. B OONBIIMHCTBE CiIydaeB pacipoCTPaHSIOTCS BUPYCHI
yepe3 UHTEPHET.

MeTto1b1 3a1IUTEI OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnonb3yli coBpeMEHHBIE ONEPALlMOHHBIE CUCTEMbI, UMEIOLNE CEPbE3HBIN YPOBEHb 3aAIIUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

2. TlocrossHHO ycraHaBnuBaii mautd (UMQpOBBIE  3aIIaTKH, KOTOpPBIE  ABTOMATHYECKU
YCTaHaBJIMBAIOTCS C LENbIO JOPAOTKU IPOTrpaMMbl) U JIpyrue OOHOBJIEHUS! CBOEH ONEpaliMOHHON
cuctembl. CkadymBail UX TOJNBKO ¢ odunuanpHOro caiira papadorunka OC. Ecnu cymectByeT
PEKUM aBTOMATUYECKOI0 OOHOBJIEHHUS, BKJIIOUH €T0;

3. Palboraii Ha cBOEM KOMIIBIOTEpE IOA IMpaBaMy MOJB30BATENs, a HE aJMHHHUCTpaTopa. JTO HE
MO3BOJIHUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCS HAa TBOEM HNEPCOHATBHOM
KOMIIBIOTEPE;

4. HWcnonb3yl aHTUBUPYCHBIE IPOrpPaMMHBIE TPOIYKTHl HM3BECTHBIX IPOU3BOAMTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3NUECKUI T0CTYI K KOMIBIOTEPY AJIS IOCTOPOHHMX JIUI;

Wcnonp3yii BHELTHNE HOCUTENN MHPOPMAIIUH, TaKHE Kak (UIelka, AMCK Uiu (aill U3 UHTEPHETa,

TOJILKO U3 MPO(GEPEHHBIX HCTOYHUKOB;

7. He otkpbsiBaili KOMIbIOTEpHBIE (haiiiabl, TOJYyYEHHBbIE W3 HEHAAEKHBIX HMCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIAT TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPABJIsUI JIU OH TeOe HX.

o o

Cemu WI-FI

Wi-Fi - 510 He BuJ iepeiaun TaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIb Opena, mapka. Emte B 1991 rony
HUJepiaHacKas koMmranus 3apeructpuponana opens « WECA», uro o6o3Hauano cioBocoyetanue « Wireless
Fidelity», KoTOpbIil TepeBOAUTCS KaK «OecTIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHH Aomuia Apyras abOpeBuatrypa, KOTopas sIBIS€TCS TaKOH K€ TeXHOJIOTHuel. 1o
ab6peBuarypa « Wi-Fi». Takoe HazBaH#e ObLTO JaHO C HAMEKOM Ha CTaHIapT BBICITNH 3BYKOBOW TeXHUKHU Hi-
Fi, uTo B mepeBo/ie 03HAYAET «BBICOKAsi TOUHOCTHY.

I[a, OcCIIIaTHBIN HHTCPHET-AOCTYII B Ka(be, OTCJIIX U a3POIIOPTaX ABJIACTCAH OTJIMYHOM BO3MOXKHOCTBIO
BbIXOJJa B HWHTCPHCT. Ho muorue OKCICPThI CHUTAKOT, YTO 06H_[6,E[OCTyHHBIe Wi-Fi cetn He sgBistoTCS

0€e30MacCHbIMU.

CoBeTblI 10 6e30macHOCTH paboTe B 00IIe0CTYMHBIX ceTsax Wi-fi:
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1. He nepenaraii cBoro nuunyto uHbopmanuio uyepe3 odmieaoctynubie Wi-Fi cetu. PaGoTas B HuX,
JKEJIaTeIbHO HE BBOJUTH MAPOJIH JOCTYTIA, JOTHHBI U KAKHE-TO HOMEpPa;

2. Hcnonbp3yit 1 0OHOBISH aHTUBUPYCHBIE MPOTPaMMBI B OpaHaMayep. TeM caMbIM Thl 00€30T1aCHUIITh
ce0st 0T 3aKaYKu BHpYyca Ha TBOE YCTPOUCTBO;

3. Ilpm umcnonwzoBanuu Wi-Fi orkmroun ¢yHkiuo «OO0mumid goctyn K daiinam U IpUHTEpaM.
Jannas pyHKIMS 3aKphITa IO YMOJTYAHUIO, OTHAKO HEKOTOPHIE MOJIb30BaTENI aKTUBUPYIOT €€ IS
ya00CTBa UCIIOIB30BaHMSI B pab0Te WK yueOe;

4. He ucnons3yit nyomuunsiidi WI-FI uid nepepaun nu4HBIX JAaHHBIX, HapuMep JJs BbIXOAA B
COLIMAJIbHBIEC CETH WU B DJIEKTPOHHYIO TIOUTY;

5. Hnone3yii Tonpko 3ammineHHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azipeca BBOJM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun ¢ynknuo «lloakmouenne xk Wi-Fi aBTomatnuecku». He
JIOITyCKail aBTOMAaTUYECKOTO MOAKII0YeHUs yCTpoiicTBa k ceTssiM Wi-Fi 6e3 TBoero cornacusi.

COl(lld]leble cemu

CoruanbHbIe CeTH aKTUBHO BXOST B HAIIly )KU3Hb, MHOTHE JTFOAN PAa0OTAIOT U KUBYT TaM MOCTOSHHO,
a B Facebook yxe 3apeructpupoBaH MHIJUTHAPJ YEJIOBEK, YTO SBIISETCS OJHON CEABMOW BCEX JKUTEICH
I1aHeTbl. MHOTHE TIOJIb30BaTeNId HE TOHUMAIOT, YTO UH(OpMalus, pa3MeIIeHHas MU B COLUATbHBIX CETSX,
MOKET OBITh HaﬁHeHa H HUCII0JIb30BaHa K€M yroaHo, B TOM 4YUCJIC HC 00s13aTeNILHO C OJaruMu HaMCPCHUSIMMU.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH B COIIMAIIBHBIX CETSX:

1. Orpanuyb criucok apy3eil. Y 1e0s B Ipy3bsiX HE JOJIKHO ObITh CTyYalHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammmai CcBOK 4YacTHYI XHW3Hb. He ykaspiBail maposin, TenedoHBI, ajapeca, AaTry TBOETO
POXKICHUS W JPYTYI0 JTUYHYIO HHGOpMalWi0. 3IOYMBIIIJICHHUKA MOTYT HCIOJIb30BaTh JaKe
nH(OpMAIKIO O TOM, KaK Thl ¥ TBOM POJAUTEIH TUIAHUPYETE TPOBECTH KAHUKYJIBI;

3. 3amminai cBOIO pemyTaluo - IEPKU €€ B YUCTOTE U 337aBail cebe BOIpoc: X0Tel Obl Thl, YTOOBI
JIpyrue TIOJIb30BaTEeIM BHJAENW, 4YTO Thl 3arpyxaemb? I[logymail, mpexae dYem dTO-TO
OITy0JIMKOBATh, HATIMCATh U 3aIPY3UTh;

4. Ecnu Tl TOBOPUIIIH C JIFOJIBMH, KOTOPBIX HE 3HACI, HE UCIIOJIb3YH CBOE PEATbHOE UMSI M IPYTYIO
JUYHYI0 UHGOPMAITUU: UMsI, MECTO KUTEIIbCTBA, MECTO yueObl U MpoUee;

5. HWzGerait pazmenienus gororpaduit B InTepHeTe, rae Thl n300paxKeH Ha MECTHOCTH, TT0 KOTOPOH
MO>KHO OIPENEIUTh TBOE MECTOMNOJIOKEHHE;

6. Ilpu perucrpaiiu B CONMATLHON CETH HEOOXOAMMO UCTIOIB30BaTh CIIOKHBIE TIAPOJIN, COCTOSIIINAE
u3 OyKB ¥ IU(]p U C KOTUIESCTBOM 3HAKOB HE MEHee §;

7. Jlna conuanbHOM CEeTH, MOYTHI U JIPYTUX CAaHTOB HEOOXOIMMO HCIIOJB30BAaTh pa3HbIE MapoJIu.
Toraa ecnu Te6st B3IIOMAIOT, TO 3I0YMBIIIIEHHUKY TOTYy4YaT JOCTYH TOJIBKO K OTHOMY MECTY, a HE
BO BCE Cpasy.

Dnexmponnvie 0enveu

DNEKTPOHHBIE I€HBI'M — 3TO OYEHb yIO0OHBIN CIOCO0 MiIaTeXel, OAHAKO CYLIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IOJTYYUTh ITH JACHBIHU.

SJICKTpOHHLIC JACHBI'H MOSABUIINCHh COBCEM HCAABHO U HMMCHHO H3-3a 3TOI'O BO MHOT'UX IroCyJdapCTBax
A0 CUX IIOP HE IMPOIMKUCAaHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKUHOHHPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, € UX Pa3AEsAloT Ha
HECKOJIBKO BUJIOB — AHOHMMHBIE U HE aHOHMMHBIE. PasHUIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpeliaeTcsi IpOBOAUTH onepanuu 6e3 uAeHTU(UKAIIMY [T0JIb30BaTeNs, 8 B HEAHOHUMHBIX UACHTU(DUKAIIMH
MI0JIb30BATEJIs SABIISETCS 0053aTENbHOM.

Taxxe cieqyer paznuyarh 3JIEKTPOHHbIE (UATHBIE JEHBIU (paBHBI FOCYJApCTBEHHBIM BAlIOTaM) U
3JIEKTPOHHBIE He(pUaTHBIE IEHBIU (HE PaBHBI FOCYJapPCTBEHHBIM BAJIIOTaM).
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OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C AIEKTPOHHBIMU J€HbIaMU:

1.

4.

[TpuBsKM K cueTy MOOMIIBbHBIN TeraeoH. DTo caMblii y10OHBIN U OBICTpPBIH CITI0OCOO BOCCTAHOBUTH
JOCTYTI K cueTy. [IpuBsi3anHbIi TeneoH MOMOXKET, €CiTH 3a0y 1eTh CBOM TUIATE)KHBIN Mapoib I
3alJIelIb HA CAUT C HE3HAKOMOI'0 YCTPOKCTBA;

Hcnonw3yit onHopaszoBbie mapoinu. [locne nepexosia Ha YCUIICHHYIO aBTOPHU3aLUIO TeOe yxe He
OyZIeT yrpokaTh OMACHOCTb KPayKU WM NIEPEXBaTa IJIATEKHOIO IIapois;

Bribepu cnoxubiii maponb. IlpectynHukam OyneT He NpPOCTO yraaaTh CIOXKHBIA Mapolib.
HanexHple maponu — 3TO Mapoju, KOTOPbIE COAepkKaT HE MEHEe 8 3HAKOB M BKIJIIOYAIOT B ceOs
CTPOYHBIE U MTPOMUCHBIE OYKBBI, IU(PPBI U HECKOJILKO CUMBOJIOB, TAKHE KaK 3HAK J10Jj1apa, GyHTa,
BOCKJIMILIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOIM CBOM JIMYHBIE JaHHBIE HA caiiTaX, KOTOPHIM HE JI0BEPSICILIb.

3J1el<mpomum nouma

DJIEKTPOHHAs I0YTa — 3TO TEXHOJIOTUS U IPEAOCTABIIIEMbIE €10 YCIYTH IO MEPECHUIKE U OJIYYEHUIO
ANEKTPOHHBIX COOOIICHUN, KOTOPBIE PACHPENCNIIIOTCS B KOMIBIOTEpHOH ceTh. OOBIYHO 3IEKTPOHHBIN
MOYTOBBIA ALK BBITTSAUT CIEAYIOIUM OOpa3oM: HMsI_IOJIb30BaTeNs(@uUMs_JoMeHa. Takke Kpome
nepeiayn MPOCTOTO TEKCTa, UMEETCSl BO3MOXKHOCTH Iepe1aBath (haiibl.

OCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AIMEKTPOHHOM MTOYTOM:

1.

2.

oo

Hano BbIOpaTh npaBUiIbHBIN TOYTOBBIN cepBUC. B HHTEpHETE €cTh OrpOMHBIHM BEIOOp OecIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO JyYIlI€ JOBEPATH TEM, KOI'O 3HAELIb U KTO NIEPBbIN B PEUTHUHTE;

He yka3pBail B suuHOW mouTe muuHyro uHpopmanmioo. Hampumep, mnyuiie BbIOpaTh
«My3bIKaNbHBINA _(panaT@» mm «pok2013» Bmecto «remal3»;

Hcnonp3yil JBYXSTalmHYIO aBTOPU3aLUI0. OJTO KOIZAa IIOMHUMO IapoJis HYXXKHO BBOJIUTH KO,
npucbuIaeMblii mo SMS;

Bei0epu cnoxHbIi naposb. [ KakJI0ro Mmo4roBOro SILIMKA JOJDKEH ObITh CBOM HaJleXKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

Ecin ecTb BO3MOKHOCTb HallMCaTh CaMOMY CBOH JINYHBIN BOIIPOC, UCIIONIB3YH 3TY BO3MOKHOCTB;
Hcronb3yil HECKOJIBKO IOYTOBBIX SAIMMKOB. [IepBBINM Ui 4acCTHOM NEPENMCKU C agpecaTamy,
KOTOPBIM ThI JOBEPSEIIb. JTO MIEKTPOHHBIN aJpec HE HAJ0 UCIOIb30BaTh IIPU PETHCTPALM Ha
dopymax u caifrax;

He oTkpsiBaii (haitnbl 1 ApyTrHe BIOKEHUS B MUChMaX Jake €CIM OHHU MPUIILIN OT TBOMX Jpy3eil.
Jlyurie yTOYHM y HUX, OTIIPABJISIIN JIU OHU TeOe 3TU (ailibl;

[Tocne okoHyaHUs pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPhITHEM BKJIAJIKU C CalTOM He 3a0y/1b
HakaTh Ha «BpiiTm».

Kubepoynnune unu eupmyanvrnoe uzoeeamebcmeo

KubepOynnuHr — mnpecienoBaHue COOOIICHUSMH, COJEpKAIlMMHU OCKOpOJIEHHUS, arpeccuio,
3aIlyTUBaHKE; XYJIUTaHCTBO; COIIMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KHOEPOYIITUHTOM:

1.

N

He Gpocaiicst B 60i1. JIyummmii crmoco0: mocoOBETOBATHCS Kak ceOsi BECTH U, €CITH HET TOT0, K KOMY
MOYKHO OOpaTUThCS, TO BHaYalle YCIOKOUTHCS. ECiM Thl HauHEIIb 0TBEYaTh OCKOPOJICHUSIMH Ha
OCKOPOJIEHUS, TO TOJBKO €IIe 0O0JIbIIE Pa30iOKeIb KOH(IIUKT;

VYnpasistii cBoeii kubeppernyranueii;

AHOHUMHOCTh B ceTh MHHUMas. CyIIecTBYIOT CIOCOOBI BBISICHHTb, KTO CTOMT 32 aHOHHMHBIM
AKKayHTOM;

He crout Bectn XynuraHckuii oOpa3 BHpTyaibHOH >ku3HU. VHTepHEeT (uKcupyeT Bce TBOU
JENCTBUS U COXpaHSeT UX. Y JaIUTh UX OyJAeT KpailHe 3aTpyIHUTENbHO;
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o

Co0mroaii cBOI BUPTYAIIbHYIO YECTh CMOJIOAY;

6. UrHopupyit enuHuuHbld HeraTuB. (OIHOpa30Bble OCKOPOHMTENbHBIE COOOIICHHS JydYlle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOW CTa UM,

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU, B COLIMAIBHBIX CETSAX €CTh
BO3MOXHOCTb OJIOKHUPOBKH OTIPABKH COOOLECHUH C ONPEAEICHHBIX alpeCOB;

8. Ecmu Thl cBugerens kubOepOyiummnra. TBoW IEHCTBHA: BBICTYHNUTH NPOTUB IPECIEI0BATEINS,

[I0Ka3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HETaTUBHO, TOAJEPKATh )KEPTBY, KOTOPOH HYXHA

MICHXOJIOTHYECKAs TIOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO TIOBEJICHUS B CETH.

Moounvnotit menegon

CoBpeMeHHBIE CMAapT(OHBI U TUIAHIIETHI COIEPKAT B ce0e BIOJTHE B3POCIBIA (DYHKIIOHAI, U TETIephb
OHU MOTYT KOHKYpUPOBaTh CO CTAllMOHAPHBIMU KOMIIbloTepaMu. OHAKO, CPEICTB 3aLIUTHI I MOJOOHBIX
YCTPOWCTB IIOKa OYEHb MaJIo. TecTUpOBaHKUE U ITOUCK YA3BUMOCTEH B HUX IIPOUCXOAUT HE TAK UHTEHCHUBHO,
kak i 1K, To sxe camoe kacaeTcst 1 MOOMIIbHBIX MTPUIIOKEHUH.

CoBpemMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MpPaKTHUYECKU JOTHAIIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacmupenue (yHKIOHAJIA BIICYET 32 CO00I OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTb.

I[a.neKo HC BCC IMPOMU3BOJUTCIIN BBIITYCKAIOT O6HOBJI€HI/I$[, 3aKPBIBAIOIIUC KPUTHUYCCKUC YA3ZBUMOCTHU
JJIs1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He sBIsETCS IO-HACTOAUIEMY OeCIUIaTHBIM. Byap OCTOpOXeH, Belb Koraa Tebe
IpeiaratoT 6eCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIYTH;

2. Nymaii, npexxae yeM oTnpaBuTh SMS, ¢oto mmm Buneo. Thl TOYHO 3HAEHIb, I7i€ OHH OYyAyT B
KOHEYHOM uTore?

3. HeoOxoammo 0OHOBIISITH ONIEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHA;
4. Vcnonb3yit aHTHBHPYCHBIC IIPOTPAMMBI JJIs1 MOOMIIBHBIX TEJIe()OHOB;
5. He 3arpyxaii mNpuUIOXKEHHS OT HEU3BECTHOIO MCTOYHWKA, BEAb OHH MOTYT COJIepXKaTh

BPEIOHOCHOE MPOrpaMMHOe 00ecreyeHue;

6. Ilocne Toro Kak ThI BBIMJEIIb C CaliTa, I/ie BBOAWI JHYHYIO WHPOPMAIHIO, 3aiiI1 B HACTPOHKHU

Opay3epa u ynanu cookies;

[Tepuoamdecku MpoBepsiii Kakue IIATHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEpE;

8. J[laBaii cBoii HOMep MOOWJIBHOTO TenedoHa TONBKO IIOJASM, KOTOPHIX Thl 3HAellb M KOMY
JOBEPSICIITh;

9. Bluetooth momxeH ObITH BBIKIIOYEH, KOTJa Thl MM He Mojib3yemibcs. He 3a0piBaii mHOTAA
MIPOBEPSATH 3TO.

~

Online uzpui

CoBpeMeHHbIE OHJIAWH-UTPBl — 3TO KpacOYHbIE, 3aXBaThIBAIOIIME pa3BJICUYEHUS, OObEIUHSIOLINE
COTHH TBHICSIY YeNIOBEK MO BceMy Mupy. Urpoku McciaenyroT AaHHBIH UM MHUp, OOIIAIOTCA JAPYT C APYTroM,
BBITIOJHSIOT 3aJJaHUsI, CPAXKAIOTCS C MOHCTPAMU U MOJTy4aloT OMBIT. 3a yI0BOJILCTBUE OHU IUIATAT: OKYIAIOT
JIMCK, OTJIaYMBAIOT a00OHEMEHT WJIM NMTPUOOPETAIOT KaKUe-TO OIIIUH.

Bce st cpeactBa UAYT Ha NOAACP)KAHUC W PA3BUTUC HI'PLI, 4 TAKIKC Ha CaMy 0E30IMacHOCTb:
COBCPUICHCTBYIOTCA CHUCTEMBI AaBTOpHU3allMH, BBIITYCKAOTCA HOBBIC ITaT4YU (umprBme 3aIlJIaTKu I

IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HLIX HUrpax CTOUT OIacaTbCAd HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKH TBOCTO MapOJid,
Ha KOTOPpOM OCHOBaHa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:
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1. Ecnu npyroit urpok BeneT ce0s MIoXo WK Co3AaeT TeOe HeMTPUATHOCTH, 3a0JIOKUPYH €0 B CITUCKE
UT'POKOB;

2. Tloxamyiicss aAMHMHHMCTpaTOpaM UIPhl Ha IUIOXO€ IOBEACHHE O3TOr0 WIrPOKa, >KEIaTeabHO

IPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii muunyto nHopmaImio B mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBail HeodunanbHble MaT4YU U MOJIbL;

Hcnonb3yi CIOXKHBIE M pa3HbIE IAPOJIN;

Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKJIFOUaTh aHTUBUPYC. [Toka Thl Urpaeliis, TBOl KOMIBIOTEP MOTYT

3apa3uTh.

NoOkow

Duuwiunz unu Kpajica IndHblX OAHHBIX

OOBIYHON KpaXkell JeHer M JOKYMEHTOB CETOJHS YK€ HHKOrO HE YIUBHUfIL, HO C pa3BUTHEM
MHTEPHET-TCXHOJIOTHH 3JI0YMBIIUICHHUKH TIEPEMECTHIINCh B HMHTEPHET, W MPOJOJDKAIOT 3aHHUMAThCS
«IFOOUMBIMY JIEJIOM.

Tak mosBuiIach HOBas yrpo3sa: MHTCPHCT-MOIICHHHUYCCTBA WA (1)I/IHII/IHF, rjlaBHas 0OCJIb KOTOPOIo
COCTOHMT B ITOJyYCHUH KOH(DUICHIIMAIBHBIX JaHHBIX MOJIb30BaTeIe — JOTMHOB M napojiel. Ha anriuiickom
s3bike phishing ynraercs kak gummHr (0T fishing — peIOHas 0B, password — mapob).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelllb, 4TO TBOS aHKeTa Obula B3JIOMaHa, TO

HE0O0X0IMMO 3a0JIOKMPOBATh €€ M COOOIIUTHh aAMUHUCTPATOPAM pecypca 00 3TOM KaK MOXHO

CKopee;

Hcnone3yii 6e301macHbie BeO-CaThl, B TOM YHCJIC, MHTEPHET-Mara3uHOB U IOMCKOBBIX CHUCTEM;

3. Hcnonw3yil cnoxHble W pasHble mnapond. Takum oOpazom, eciau TeOs B3JIOMAalT, TO
3JI0OYMBIIUICHHUKH MOTyYaT AOCTYI TOJIBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaNu, TO HEOOX0IMMO NMPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE J00aBIIEHbI

y T€0s1 B IpY3bsIX, O TOM, YTO T€OsI B3JIOMAJIU 1, BO3MOXHO, OT TBOETO UMEHH Oy/IET pacchulaThCs

CIaM U CChUIKM Ha (PUILIMHTOBBIE CANTHI;

VYcranosu HajexHbil mapoib (PIN) Ha MOOMIIBHBIHN TenedoH;

OTxITI04M COXpaHEeHue MapoJst B Opaysepe;

7. He oTkpsiBail ¢ailsibl U qpyrue BIOKEHHs B MHCbMax Ja)Ke €CIM OHM MPUIUINA OT TBOUX JIpy3eH.
Jlydiie yTOYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (Paiibl.

N

SRl

Hugposaa penymayusn

[MudpoBast penmytanus - OSTO HEraTHBHAas WIM TO3UTHBHAs uWHPopManusi B ceTH O Tele.
Kommpomerupytromas uaGopmanms pa3MelieHHas B HTHTEPHETE MOXKET CEPhe3HBIM 00pa30M OTPA3UThHCS HA
TBOEH peanbHOM xu3HH. « L {ndpoast pemyTanus - 3T0 TBOW UMUK, KOTOPBIH hopMupyercs u3 uHbopMaIuu
0 Te0e B MHTEPHETE.

TBOE MeCTO KUTEIHCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHNE, 0OCOOCHHOCTH XapaKTepa U PacCKasbl
0 OJIM3KUX — BCE 3TO HAKATIUBAETCS B CETH.

MHorue noApOCTKU JIETKOMBICIEHHO OTHOCATCS K MyOJUKalMK JIMYHOI nHpopmanuu B MHTEpHETE,
HE TOHMMasi BO3MOXKHBIX TOCHeACTBUNA. Thl Jaxke HE CMOXKEIb J0rajatbcs O ToM, 4To (oTorpadus,
pasMelleHHas 5 JeT Ha3ajd, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3meniennue TBoux Gortorpaduii u Apyrue AeHCTBUS MOTYT HE HCUE3HYTh J1aXe MOocIe
TOr0, KaK Thl MX YAAJIHUIIb. Thl HE 3HAEIIb, KTO COXpaHHWJ 3Ty WH(POPMAIKIO, ToNaaa 1 OHa B TIOMCKOBBIE
CUCTEMBI U COXPAHMJIACh JIM OHA, a TJIABHOE: YTO MOJyMaloT 0 Te0e OKpyXKarollee JIF011, KOTOpble HalIyT U
yBUIAT 3T0. HaiiTu nHpopMaInio MHOTO JIET CIIYCTsI CMOKET JIF00OH — Kak U3 100pbIX MOOYKICHUH, TaK U C
HaMepeHUEM IPUUUHUTH BpeJ. DTO MOKET ObITh KTO YTOAHO.
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OCHOBHBIE COBETHI IO 3aLIUTE IIUPPOBON permyTaIiu:

1. Tlomymaii, mpexksie 4eM 4TO-TO MyOJIMKOBATh M IIEpe1aBaTh y ceOsi B 0J10Te I B COITUATIBHOM CETH;

2. B mHactpoiikax mnpo¢mis yCTaHOBH OTPaHMYEHHS Ha MIPOCMOTP TBOEro mpoduias M ero
COJICPKHMOTO0, CETIAl €ro TOIBKO «UIS APYy3ei»;

3. He pa3memaii u He yka3biBaii MHGOPMAIUIO, KOTOpas MOXKET KOro-TuOO OCKOPOISATh WU
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE IKOJIBHUKHA— aKTUBHBIE 110JIb30BaTeN! 11(ppoBoro npocrpancTsa. OHAKO JalleKo He
BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXKHOCTSIMHU IU(PPOBOrO MUpa TpeOyeT COONIIOACHHS MpaB Ha
MHTEJUIEKTyalIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIEKTYyaabHasi COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEUECKOTO
yMa, Ha4MHasl ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH , U
3aKaH4YMBasi KHUTaMH, poTorpadusiMu, KHHOPUIbMaMU U My3bIKQJIbHBIMU IIPOU3BEIECHUSIMH.

ABTOpCKHME TpaBa — 3TO IpaBa Ha MHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha IPOU3BEIEHHS HAyKH,
JUTEpaTypbl W HUCKycCTBA. ABTOPCKHME IIpaBa BBICTYNAlOT B KayeCTBE TapaHTUU TOro, YTO
MHTEJUIEKTyallbHBII/TBOPUECKUI TPY/] aBTOpa He OyeT HAallpacHbIM, AACT €My CIPaBEAIMBbIE BO3MOXHOCTH
3apa0oTaTh Ha pe3yibTaTax CBOETO TPY[a, MOIYYUTh W3BECTHOCTh M npu3HaHue. HukTo 6e3 paspemieHus
aBTOpa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEACHHE, PACHPOCTPAHATh, IMYOJIMYHO JIEMOHCTPUPOBATH,
MPO/IaBaTh, UMIIOPTHPOBATH, ITyCKATh B IMIPOKAT, IMyOJIMYHO UCTIOIHATH, IOKA3bIBATH/UCHIOIHSTE B d(HUpE HITH
pasmeniath B MIHTEpHETE.

Hcrnonb30BaHHE «ITMPATCKOTO» IIPOrPAMMHOTO 00ECIICUEHUST MOXKET IPUBECTH K MHOTHM PHCKaM: OT
MOTEPH JIAaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKU TBOETO YCTPOMCTBA, IJIe YCTAHOBIICHHBIN HE JIeTalibHAs
nporpamMMa. He cTouT taxke 3a0bIBaTh, YTO CYIIECTBYET JierajJbHbIe U OeCIUIaTHbIE MPOrPaMMBbI, KOTOPHIE
MO>KHO HAaMTH B CETH.

O nopmane
CereBUYOK.p() — TBOH ITaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXEIIb Y3HaTh O 0€30MIaCHOCTU B CETH

MOHATHBIM U JOCTYITHBIM SI3bIKOM, @ IIPH BO3HUKHOBEHUH KPUTHUECKON CUTYalluu OOpaTUTHCS 3a COBETOM. A
TaK)K€ IPUHATH y4acTUE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM I'paxaaHUHOM!
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