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MuHucTepcTBOo o6pa3zoBaHua n Hayku Poccunckon dPepepaumm
DEMNAPTAMEHT roOCYOAPCTBEHHOW NOJINTUKU B COEPE OBLLLEFO OBPA3OBAHUA
NMNCbMO
oT 14 mas 2018 rona N 08-1184
O HanpaBneHuu nHpopMmauum

[JenapTaMeHT rocygapCTBEHHOW MOAUTUKKN B chepe obuiero obpasoBaHns MmHobpHayku Poccum
HanpaBnseT ON4 cBefeHus paspaboTaHHble BpemeHHo kKoMmuccmen CoseTa defepaumn no pasBUTUIO
MHpopMaLMoHHOro obuiecTBsa MeTOAUYECKNE PEeKOMEeHAauUM O pasMeLlleHnrM Ha MHEPOPMALMOHHbLIX
cTeHpax, omumnanbHbIX WHTepHeT-canTax n apyrunx NH(OPMaLMOHHbIX pecypcax
obieobpaszoBaTesibHbIX OpPraHM3auuMi U OpPraHoB, OCYLUeCTBAAWMUX YyrpaBiaeHue B cgepe
obpa3oBaHuA, MHHOpMauum o besonacHOM NoBeAEHUN U UCNOJIb30BaHUK ceTn "NHTepHeT".

OupekTop enapTaMeHTa
A.E.lleTpoB

Mpuno>xxeHne

MeToauyeckue peKoMeHaauum o pasMelleHun Ha MHPOPMaLIMOHHbIX CTeHaaX,
ocdMuMaNbHbIX MHTEPHET-CauTax u Apyrux UHPOpPMaLMOHHbIX pecypcax
obwieobpasoBaTenbHbIX OpraHu3aL MM U OPraHoB, OCYLUECTBJIAIOLWMUX YNpaBJieHue B
cchepe obpasoBaHusa, uHpopmauum o besonacHOM NoBeAEeHUMU U UCNOJIb30BaHUMU
cet "HTepHeT"

JkcnepTtaMmm U 4neHamm  BpemeHHo komuccum  CoseTta depepaumu  No  pasBUTUIO
MHdopMaUMOHHOro obuwecTBa B paMKaxX BbIMOJHEHUA PEKOMeHOauuin napsaMeHTCKMX CayLlaHuin
"AKTyanbHble BoOMpocbl obecnevyeHnsa 6e3onacHOCTM W pa3BUTUA peTen B  MHHOOPMALMOHHOM
npocTpaHcTBe", KoTopble npownn B CoBeTe depepaumn 17 anpena 2017 r., 6bbiinm paspaboTaHsbl
MeToANYEeCKMe peKoMeHfauunm O pasMeLleHMn Ha WHPOPMALMOHHBLIX CTeHaax, oduunanbHbIX
MHTEpHeT-CanTax W APYrnx WHGPOPMALMOHHBIX pecypcax obuieobpa3oBaTesibHbIX OpraHusaunun wu
OpraHoB, OCYyLUeCTBAALWMUX YyrpaBieHne B cdepe obpasoBaHusa, wuHGopmauum o 6esonacHoM
noBeaeHnN N NCNoNb3oBaHUN ceTn "UHTepHeT" (fanee - MeToAMYECKME peKOMeHAaLNN).

MeToandeckne  pekoOMeHAauunM  HamnpaBsieHbl HA  KA4YeCTBEHHOEe  MOBblIEHME  YPOBHS
MHMOPMaLNOHHON AesaTesIbHOCTU oblleobpa3oBaTebHbIX OPraHM3aLuii U OPraHoB, OCYLLECTBSOLWMNX
yrpaBseHne B cpepe obpasoBaHusl, B YaCTU MHGPOPMUPOBAHUS YYaLLMXCS, UX poanTenien (3aKOHHbIX
npeactaBuTenein) u negarorndyecknx paboTHNKOB 06 OCHOBHLIX acnekTax WH(OPMaLNOHHON
6e3onacHocCTW.

MeToOunyeckme pekomeHaaumn no3BoNsST obuieobpa3oBaTeNibHbIM OpraHM3auMsaM U opraHam,
OCYLEeCTBASIOWMNM YynpaBieHne B cgepe o6pa3oBaHMs, aKTyaJIM3MpoBaTb YXX€ WCMNOJib3yeMble U
pa3MelleHHble MHDOPMALIMOHHBLIE MaTepuasbl, Tak U NOArOTOBUTb UX B CJ/Iy4ae UX OTCYTCTBUSA C y4ETOM
JYYLINX NPAKTUK U peKOMeHaaLni.

B pamMKax MeToOun4YeCcKUX pekoMeHgaunn paccMaTpuBaoTCa cnenyowmne NHCTPYMEHTLI:
1. NHpOpMaUMOHHBbIE CTEHObI;
2. obnuymanbHble MHTEPHET-pecypcChl;

3. cpeacTBa MaccoBOn MHGopMaLnKM (LLIKOJSIbHbIE Fa3eTbl, Negarorndyeckmne n3gaHusa n gpyrue).

MHdopMaLMOHHbIe CTeHAbI

Ha uHdopMaumMoHHbIX cTeHAaxX B 06ueobpa3oBaTesibHbIX OpraHM3aLUnsaX, PAacnosioXKeHHbIX B doie
yypexaeHuin U B KabuHeTax, OCHALLEeHHbIX MepCOHasIbHbIMM YCTPOMCTBAMKM AN BbIXOAA B CETb
"MIHTepHeT", pEKOMEHAYEeTCst Pa3MeCcTUTb MH(OPMALIMOHHbIE NAMSATKN, COAEPIKaLLME OCHOBHbIE COBETHI
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CTpaHunua 2

rno obecneyeHunto NHPOPMaLMOHHON 6e30MacHOCTKN yYallnxcs.

B npunoxeHun N 1 K MeTOAMYECKMM pekoMeHaauuam npencrtasneH obpaseu naMsaTku Ons
pa3MeLleHns Ha MHPOPMALMOHHbIX CTEHOAX.

CpencrtBa MaccoBou MHpopMmauum

B cpeacTBax MaccoBor MHGOPMaLUW, OPUEHTUPOBAHHBLIX Ha OOy4YaloLLMXCA, PEeKOMeHAyeTCs B
TeyeHne y4vebHOro roga perynsipHo nybankoBaTb WHGMOPMALMOHHbIE MaTepuasnbl, MOCBSLEHHbIE
OTHAENIbHbIM acrnekTaM WHMOPMaLMOHHON 6e30MacHOCT, a TakXXe pasfinyHble namsaTku obuiero
XapakTepa.

B cpepcTBax MaccoBol MHMOPMaLMM, OPUEHTUPOBAHHLIX Ha Mefarormyeckyto obLecTBeHHOCTb,
peKOMeHAyeTCAa B Te4YyeHWe KaJleHOapHoro roda perynspHo nybankoBaTb WHGMOPMaLMOHHbIE
MaTepuanbl, MOCBSILLEHHbIE  OTAENbHbIM  acnekTamM  WHMOPMALMOHHOMW  6e3omacHOCTM  Kak
HEeCOBEPLUEHHONIETHUX, Tak M o0buieobpa3oBaTesibHbIX OPraHU3aUWNA, a TakXe pas/iMyHble MaMATKU,
0630pbl HOPMATMBHO-NPABOBOr0 PEryjnpoBaHUa [HOaHHON cdepbl M WMHDOPMALMIO O aKTyaslbHbIX
MEeponpusaTUAX U COBbITUSX B IAHHON cdepe.

B xope npoBegeHus EauHoro ypoka no 6e3onacHocTm B ceTu "WHTepHeT" pekomeHOyeTcs
obecrne4ynTb BbINYCK TeMaTU4YeCcKOro BbiMNyCKa CpencTBa MacCoOBOWM WHGopMauuum nambo cepun
nybnukaumm, cpenum KOTOpbIX pacCMOTpeTb OpraHu3oBaHHble MeponpuaTus Ansa obydawowmxcsa, ux
poouTenen (3aKOHHbIX NpeacTaBuUTeNen) N nefarornyeckom obLLecTBEHHOCTH.

OduumnansHblie NHTEepHeT-pecypcChbl

ObuweobpaszoBaTesibHbIM OpraHM3aUnsaM pPeKoOMeHAYeTCs Ha CBOUX oduunaibHbiX WHTepHeT-
pecypcax obecne4ynTb (QYHKUMOHMPOBAHWE CAMOCTOATENIbHOMO M Crneuuann3npoBaHHOro pasjena
"MHcdbopMaunoHHasa 6e30macHOCTbL", B paMKax KOTOPOro npeayCcMOTPEeTb pa3MEeLlleHne CrieayroLen
MHopMaLnn:

N Paspen/nogpasnen ®dopmMmaT Copep>kaHue MaTepuasnos
npencrassieHNs
MaTepuasnos
JlokanbHblIE Konuwn ooKyMeHTOB B |Pa3MellaloTcs KONMm JOKYMEHTOB, T.€e.
HOpMaTuBHbIEe aKTbl B |(hopmaTe *PDF CKaHNPOBaHHbLIN BapuaHT AOKYMEHTA,
chepe obecnevyeHus COOTBETCTBYOLWMNN TpeboBaHMAM K MapaMeTpaMm
NH(OPMaLMOHHOMN CKaHupoBaHUsA. PasmeLlaoTca JOKYMEHTHI,
be3onacHoCTMU periamMeHTupyrLme opraHnsaumnio n paboTy c
oby4atowmxcs rnepcoHasibHbIMU AaHHbIMW, NJaHbl MEPONPUATUNN
rno obecneyvyeHunto NHHOPMaLMOHHON
6e3onacHocTM oby4atlowmxcsa u apyrue.
HopmaTuBHOE Konunu gokymeHToB B |lNy6AnKyOTCSA akTyasibHble CBEAEHUSA O
perynuposaHune ¢dopmaTe *PDF denepasbHbIX U pernoHasbHbIX 3aKOHaXx,
NMMCbMax OpPraHoOB BJlIaCTU U OpYyrne HOpmMaTUBHO-
rnpaBoBble OOKYMEHThI, perjamMmeHTupytowmne
obecnevyeHne nHgpopmauMoHHON 6e30MacHOCTH
HecoBepLUeHHONeTHUX. [lonyckaeTcsa BMeCTOo
KOMNnn pa3mewaTb FrMNepCccbiSIKM Ha
COOTBETCTBYlOLWME AOKYMEHTblI Ha canTax
OpraHoB rocygapCcTBeHHOW BNaCTW.
Meparornyecknum TeKCT Ha cTpaHuue PasmewlaoTca MeTogn4yeckme pekoMmeHgaumm m
paboTHUKaM canTa yKa3blBaeTCsa NMHpopMaumsa o MeponpuaTusx,
Konuu OOKYMEHTOB B |MpoeKTax 1 nporpaMmmax, HanpasJleHHbIX Ha
opmaTe *PDF noBbllEeHNE MHPOPMALIMOHHOM FPaMOTHOCTH
negarorn4yecknx paboTHUKOB.
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4. |Obyyatowmmcs TekcT Ha cTpaHuue PasmellaeTcsa nHpopMaLUMOHHaa NaMATKa
canTa (npnnoxxeHune N 2) n ykasbiBaeTcs nHgpopmaums
0 MeponpuaTUaX, MPOeKTax U NporpaMmmax,
HanpaBJIeHHbIX Ha NOBbILIEHNE
NHMOPMaLMOHHON FrPaMoOTHOCTU 0by4aloLLnXCS.

5. |Poontensam (3akKoHHbIM |TEKCT Ha CTpaHuue Pa3melwaeTca nHpopMmayMoHHasa naMmaTKa

npeacTaBmTeNsaM) canTta (npnno>xeHune N 3).
oby4atowmxcs

6. |OeTckume 6e3onacHble |[TEKCT Ha CTpaHuue Pa3mellaeTca nHgpopMaLmsa o peKOMeHOYEMbIX K
CanThl canTa NCMoJib30BaHUIO B y4ebHOM npouecce

6e30nacHbIX canTax, baHHepbl 6e30nacHbIX
0eTCKNX CalToB.

OpraHamMm, ocyllecTBASAOWMNMM YyrpasreHne B cgepe obpa3oBaHUsA, peKoOMeHAyeTCs Ha CBOouX
ohuumanbHbix  UMHTepHeT-pecypcax obecnedynTb  (QPYHKUMOHMPOBAHME  CaMOCTOSATENLHOMO U
cneunannsmpoBaHHoro pasgena "WMHGpopmaumoHHaa  6e3omacHOCTb", B  paMKax KOTOpOro
npenycMoTpeTb pa3sMelleHne cneayrowen nHhpopMaunn:

MpunnoxxeHne N 1

MamaTka ansa ody4yawowmxca o6 mHpopMauMoHHON be3onacHOCTU aeTen

HEJIb34

1. Bcem noapsan coobuwaTb CBOK YacTHYH MHGOpMauUuo (HacToswme umsa, dpaMmununio, TenedoH,
agpec, HoMep LWKOoJbI, a Takxe doTorpadunm ceon, CBOENn CEMbU U Apy3en);

2. OTKpbIBaTb BJIOXKEHHbIE halsibl 3/IEKTPOHHON NOYTbI, KOr4a He 3Haelb OTNPaBUTeNs;
3. FpybuTb, NpuanpaTbhCs, OKa3biBaTb AaBNeHNe - BeCTU ceba HeBEXXIMBO U arpPecCmMBHO;

4. He pacnopsi>kancs OeHbramm TBOen ceMbl 6e3 pa3peleHns CTapwumx - BCerga cnpawman
poaunTenen,

5. He BcTpeyancsa ¢ WNHTepHeT-3HAaKOMbIMWU B peasibHOW »XWU3HU - MOCOBETYWCS CO B3POC/bIM,
KOTOpPOMY f0BepseLlb.

OCTOPO>XHO

1. He Bce nuwyT npaBay. YnuTaewsb o cebe HenpaBay B WHTepHeTe - coobuwy 06 3TOM CBOUM
POAUNTENAM NN OMEKYyHaM;

2. MpurnawatoT NnepenncbiBaTbCA, UrpaTb, 0OMeHNBaTbLCA - MPOBEPb, HET JIN NOABOXA;
3. He3akoHHOe KonupoBaHue ¢ainsios B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasblBail B3pocC/biM 0 npobsiemax B ceTu - OHU Bcerga noMoryT;

5. Ncnonb3ym HacTpomkm 6e30MacHOCTM U NPUBATHOCTU, 4TOObI He MOTepsSATb CBOW aKKayHTbl B
couCceTsAX U Apyrux nopTtanax.

MO>XHO

1. YBaXkaln gpyrux nosb3oBaTenen;

2. Monb3yewbca NHTEPHET-UCTOYHUKOM - Aeslan CCbIJIKY Ha Hero;
3. OTKpbIBal TOSIbKO Te CCbISIKN, B KOTOPbIX YBEPEH;

4. ObwaTbCa 3a MOMOLLbIO B3pOoC/ibIM - poouTeNnn, onekyHbl U agMUHNCTPaLUnNA CanToB BCerpga
noMoryT,
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5. Mponaun obydeHne Ha cante "CeTeBMHOK" 1 MOAYYN NACNOPT LU POBOro rparkgaHuHa!
MpunnoxxeHune N 2

NHdopMaLMOHHaA naMATKa ANA obyyalowmuxca ana pasMeLw,eHus Ha opUuumanbHbIX
MHTEepHeT-pecypcax

C KaXabiM rooM MONOLEXWN B NMHTEPHETE CTaHOBUTCA 6onblue, a WKOJIbHUKM OAHW U3 CaMbIX
aKTUBHbIX MoJib30BaTesien PyHeTa. Mexay TeM, MOMUMO OFPOMHOr0 KOJIM4YecTBa BO3MO>XHOCTEN,
MHTEPHET HECET U I'IpO6J'IeMbI. dTa NaMaTKa AoJIKHa NnoMo4yb Tebe 6e30nacHO HaXoOUTbLCH B CETW.

KoMnbloTepHble BUPYChbI

KOMMNbIOTEPHbIA BUPYC - 3TO PA3HOBUIOHOCTb KOMMbIOTEPHbLIX MPOrpPamMM, OTJINYUTEbHOM
0COBEHHOCTbLIO KOTOPON ABASIETCS CNOCOBHOCTbL K pa3MHOXEHW0. B JonosHeHWe K 3TOoMy, BUPYChI
MOryT nMoBpeAuTb WAN MNOJIHOCTbIO YHUYTOXWUTb BCe alibl W OaHHble, MNOAKOHTPOJIbHbIE
nosib30BaTesio, OT UMEHUN KOTOPOro Bbina 3anylLieHa 3apaXKeHHasi MporpaMMa, a TakXxe NMoBpeanTb Uau
JlaXke YHUYTOXWUTb OMNepaLMoHHY0 CUCTEMY CO BCeMU (ainamu B LiesoM. B 60/bLUMHCTBE C/lyyaes
PacnpoCTPaHATCS BUPYCbl Yepe3 NHTEPHET.

MeToAbl 3aLlNTbl OT BPeO4OHOCHbLIX NporpamMm:

1. icnonb3yin coBpeMeHHble ornepauMoHHbIe CUCTEMbI, MMelLW e Cepbe3Hbli YPOBEHb 3alUNTbI OT
BPEeOOHOCHbIX MPorpamm;

2. TocTosiHHO yCTaHaBAMBaW nNayTuM (UuMdpoBble 3amfaTKW, KOTOpble aBTOMATUYeCKMU
yCTaHaB/AMBalOTCA C uenbio opaboTku nporpammbl) U Apyrve obHOBAEHUS CBOen onepaunoHHON
cuctembl. CKaymBal nx TONbKO C odmumanbHOro canmTa pa3spabotymka OC. ECm cyllecTBYET pexunm
aBTOMaTN4YeCcKoro 06HOBIEHWS, BKJIOYN €ro;

3. PaboTain Ha cBoeM KOMMbIOTEpPEe MoJ MpPaBaMW MOJIb30BaTesis, a He agMUHUCTpATopa. 3TO He
Mno3BosNT OONbLIMHCTBY BPEAOHOCHbIX MpPOrpaMM WHCTaA/IMPOBATbCS Ha TBOEM MNEpPCOHabHOM
KOMMblOTEpPE;

4. WNcnonb3ym aHTUBMPYCHbIE TMPOrpaMMHblIE MPOAYKTbl WU3BECTHbIX MNpou3BOAUTENENn, C
aBTOMaTu4yeckum obHoBneHneMm 6Has;

5. OrpaHunyb hrn3nyYecknin LOCTYMN K KOMMNbIOTEPY ANS MOCTOPOHHUX NNL;

6. icnonb3yi BHELLIHNE HOCUTENN UH(OPMaLUMN, TakMe Kak (elKka, ANCK nan dainn N3 HTepHeTa,
TO/IbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpbIBail KOMMbIOTEPHbIE (halfbl, MOJIYYEHHbIE W3 HEHaOEXHbIX UCTOYHWUKOB. [ake Te
thannbl, KOTOpPbIE NPUCIAN TBOM 3HAKOMBbIN. Jlyylle yTOYHW Yy Hero, oTnpassisia v oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3To He BUA nepenayn OaHHbIX, HE TEXHOJIOrMA, a BCero nmuwb 6peHa, mapka. Ewe B 1991
rooy HuoepnaHackas KomnaHua 3apeructpuposana bpeng "WECA", 4yTo 0603HavYano cnoBocoyeTaHme
"Wireless Fidelity", koTopbili MepeBoANTCA Kak "becrnpoBoaHas TOYHOCTb".

[lo Hawero BpeMeHn gowna gpyrasa abbpesnaTtypa, KoTopas ABNAETCA TaKOW XKe TeXHOoren. 3T1o
abbpeBunaTypa "Wi-Fi". Takoe Ha3BaHMe ObINI0O 4AaHO C HAMEKOM Ha CTaHOAPT BbICLUEN 3BYKOBOW TEXHUKM
Hi-Fi, 4To B nepeBoae 03Ha4aeT "BblCOKaA TOYHOCTbL".

Oa, 6ecnnaTHbIN WHTEPHET-AOCTYN B Kade, OoTeNsAx W a3pornopTax SABJASETCA OTJ/INYHON
BO3MOXXHOCTbIO BbiX0a B UHTepHeT. Ho MHOre akcnepTbl cynTatoT, 4To obwenoctynHble Wi-Fi ceTn He
ABNAIOTCA 6e30nacHbIMN.

CoBeTbl No 6e3onacHoCTM paboTbl B 06WenocTynHbiX ceTax Wi-fi:

1. He nepepaBali CBOK NMNYHYIO MHpOpMaUnto Yepes3 obuenoctynHble Wi-Fi ceTu. PaboTtas B HUX,
»KesnaTeslbHO He BBOAUTbL Mapoan A0CTYNa, JIOrTMHbI U KaKne-To HOMepa;
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2. cnonb3yin n 06HOBNAN aHTUBUPYCHbIE MPOorpaMmbl U BpaHaMayep. TeM cambiM Tbl 0be3onacuilb
cebsa OT 3aKaykM BUpYyCa Ha TBOE YCTPONCTBO;

3. Mpwn ncnonb3oBaHnn Wi-Fi oTkntoum pyHkumo "O6Wwmn ooctyn K dannam n npuHTepam". laHHas
hYHKUNS 3aKpbiTa N0 YyMOJHaHUIO, OAHAaKO HEKOTOpbLIe MOJib30BaTeNM aKTUBUPYIOT ee ona ynobcTea
1NCNoJsib30BaHMA B paboTe nnnm yyebe;

4. He wncnonb3yn nybnmdubin WI-FI gna nepefaydyn AnMYHbIX OaHHbIX, HanpuMmep AN BbixOoA4a B
couMnasibHbIe CeTU NN B 2JIEKTPOHHYIO NOYTY;

5. icnonb3yn TONbKO 3alMuieHHOe coenunHeHune 4depes HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoAu MMeHHo "https://";

6. B mobunbHOM TenedoHe oTKAO4U QyHKUMO "TogkniodeHne K Wi-Fi aBTomaTmyeckn". He
A0oMnyCcKanm aBTOMaATUYECKOro NoAKJ0YeHNs yCTponcTBa K ceTam Wi-Fi 6e3 TBoero cornacms.

CoumnanbHblie ceTun

CoumnanbHble CEeTU aKTMBHO BXOAAT B Hally >XW3Hb, MHOrme nwau paboTaldT U XXUBYT Tam
NOCTOSAHHO, @ B Facebook y)xe 3aperncrtpupoBaH MUANMapL YeNOBEK, YTO ABAAETCA OAHOM CeabMOWN
BCEX XKUTeNnen nnaHeTbl. MHOrMe Nosib30BaTeNn HE MOHUMAIOT, YTO UHMOPMaUmMs, pa3MeLLeHHas nMn B
couMalibHbIX CETAX, MOXKET BbITb HanAeHa U NCMOJIb30BaHa KEM YrofHO, B TOM Yncne He 0bsi3aTenbHO ¢
61arvMmMm HaMepeHnaMK.

OcCHOBHble coBeThbl N0 6e30MacHOCTU B COLMaNbHbIX CETAX:
1. OrpaHunyb cNncok apysen. Y Teba B opy3bsAxX He AO/KHO ObITb CAy4alHbIX U HE3HAKOMBbIX NIOAEN;

2. 3awmwan CBOK YacCTHYK >XU3Hb. He yka3biBalh napoan, TenedoHbl, agpeca, AaTy TBOEro
POXKAEHMUST W OPYryl JINYHYIO WHGPOPMauUMo. 3/I0yMbIWIEHHUKM MOTYT WCMNOJb30BaTb Aaxke
NHPOPMaLMIO O TOM, Kak Tbl U TBOW POAUTENN NNAHUPYETE NPOBECTUN KaHUKYb;

3. 3aluLLani CBOK penyTauuto - AepXU ee B YNCTOTe U 3aaaBan cebe Bonpoc: xoTen 6bl Thbl, 4TOObI
apyrve nosb3oBaTenn BUAENW, YTO Thbl 3arpyxkaews? Moayman, npexae 4em 4To-TO onybanMKoBaTh,
HanucaTb M 3arpysunThb;

4. EChvn Tbl rOBOPULLbL C IIOABMU, KOTOPbLIX HE 3Haellb, HE NCMOJIb3Y CBOE peasibHOE NMS N OPYryIO
JINYHYIO NHOPMaLIMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pa3melleHuns potorpadmnm B IHTepHeTe, rae Tbl n306pa>keH Ha MeCTHOCTU, N0 KOTOPOWN
MO>XHO onpeaennTb TBOE MEeCTOMOJIOXKEHNE;

6. Mpu perncTpaumn B COLMANBHON CETU HEOOXOANUMO MCMOJIb30BaTh C/I0XKHbIE MAPOJIN, COCToALLME
13 6ykB 1 UNP N C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumanbHOM CeTWU, NOYTbl U APYrux CanToB HeobXOo4MMO WMCMOMb30BaTb pa3Hbie Mapou.
Torpa ecnn Tebs B3/IOMAOT, TO 3/I0YMbILWIEHHUKN NOJyYaT AOCTYMN TONbKO K O4HOMY MECTY, a He BO
BCe cpas3y.

3118KTpOHHbIe AE€HbI'n

DNEKTPOHHbIE AEHbLIN - 3TO 0Y4eHb YA0DOHbLIN crocob naaTexen, 0AHAKO CYLIECTBYOT MOLLUEHHUKN,
KOTOpbIe XOTAT NOJIYYNUTb 3TU AEHbIN.

D/IeKTPOHHbIE AEeHbI'M NOSABUJINCL COBCEM HELABHO M MMEHHO M3-3a 3TOro BO MHOMMX rocynapcreax
OO0 CX NMOop He NMpOonncaHo rNnpo HUX B 3aKOHaxX.

B Poccuun e oHU (DYHKLUMOHUPYIOT M O HUX YXKe MPOrnuMcaHo B 3aKOHe, rge Mx pasgensioT Ha
HECKOJIbKO BUAOB - aHOHWMHbIE N HEe aHOHMMHble. Pa3HMLUa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTcsa NpoBoAUTb onepauun 6e3 wunaeHTUGUKaunuM Mosb3oBaTeNnss, a B HEAHOHUMHbIX
naoeHTUUKauns nonb3oBaTtens apaseTcs ob6a3aTenbHON.

Takxxe cnefnyeT pasnnmyaTb JIEKTPOHHbIE dMaTHbIEe AeHbIM (paBHbl FOCYAApPCTBEHHbLIM BastoTaM) 1
3JIEKTPOHHbIE He(MaTHbIe AeHbIMM (He paBHbl FOCYAAPCTBEHHbLIM BaloTaM).
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OcHoOBHble coBeThl N0 6e3omacHon paboTe C 3NEKTPOHHBIMU OEHbIraMMU:

1. MpuBaXn K c4eTy MoBUAbHLIN TenedoH. 3TO CaMbln YOOOHLIN N BbICTPbLIN cNocob BOCCTAaHOBUTDL
AoCTyn K cyeTy. MNpuBsA3aHHbIN TenedoH MOMOXeT, ecnn 3abydellb CBOWM MAATEXHbLIA Maposb WK
3anpewb Ha CalT C HE3HAKOMOIro YCTPONCTBa;

2. cnonb3yin ofHOpa30Bble Naposu. MNocne nepexona Ha yCUJIEHHYIO aBTopu3aunto Tebe yxe He
O6yneT yrpoXxaTb OMNAaCHOCTb KPaXki UK rnepexsaTa NiaTeXXHoro napons;

3. Bbibepn cnoxHbin naponb. [pecTynHukam OyaeT He NpoCTO yragaTb CJIOXKHbLIA Maposb.
Hape)xHble naponan - 3To Napoaun, KOTopble coaep>XaT He MeHee 8 3HaKOB M BKJIOYaloT B cebs CTpoYHbIe
n nponucHele 6ykBbl, UUMPbI N HECKOSIbKO CMMBOJIOB, TakKue KakK 3HakK gonsapa, QYyHTa,
BOCK/IMLLATENbHbLIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAW CBOW JINYHbIE AaHHbIE Ha CallTax, KOTOPbIM He AOBepseLlb.
dNeKTpPOHHasA no4Tta

DNEeKTPOHHAs MOoYTa - 3TO TEXHOIOrMS U NPefoCTaB/sieMble elo YC/yrv Mo Nnepechbisike U nosyvyeHunto
3JIEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacrnpelensioTcs B KOMMNbOTEPHON ceTu. OBbIYHO 3NEKTPOHHbIN
MOYTOBLIA SALWNK BbIFNAAUT cleaylowmMm obpa3oM: UMSA_MOJIb30BAaTENS@UMS_NOMeHa. TakXe Kpome
nepenayvy NpocToro TekKCcTa, MMeeTCs BO3MOXXHOCTbL NepenaBaTh aibl.

OcHOBHbIe coBeThl N0 6e3omacHon paboTe C 3NEKTPOHHOW MOYTOW:

1. Hapgo BbIbpaTb NpaBUIbHbLIN MNOYTOBLIN CEPBUC. B MHTEpPHETE eCTb OrpPOMHbIN BbIBOp BecnnaTHbIX
MOYTOBLIX CEPBMCOB, OA4HAKO Jly4ylle OOBEPSATb TEM, KOIO 3HAELb N KTO NepBbI B PENTUHTE;

2. He vyKka3biBah B JIMYHOW MO4YTe JINYHYKO WHGpoOpMauuto. Hanpumep, nydwe BbibpaTb
"My3blKasbHbIA_(haHaT@" nnm "pok2013" BMecTo "Temal3";

3. Mcnonb3ynm ABYX3TanHyw asBTopu3auuMio. 3TO Korga MNOMMMO MNaposis HY>XHO BBOAUTbL Kon4,
npucelaiaemblii No SMS;

4. Bblbepn CNOXHLIN Naposb. ONs KaXKAoro noYToBOro slMKa OOJKeH 6blTb CBOW HaOeXXHbIW,
YyCTOMNYMBbLIN K B31IOMY Napoib;

5. ECnn eCTb BO3MO>XHOCTb HanmMcaTb CaMOMY CBOW JINYHbINA BOMPOC, NCMOJIb3Y 3TY BO3MOXHOCTb;

6. Mcrnonb3yn HeCKOJIbKO MOYTOBbIX AWMKOB. lepBbi OA YAaCTHOW Mepenucku C ajgpecaTamu,
KOTOpPbIM Tbl AOBepsiellb. DTO 3/IEKTPOHHbIN afgpec He Hado WCMOoAb30BaTb MPWM perucrpaunm Ha
dopyMax n canTax;

7. He oTkpbiBa alifibl U Apyrue BJOXKEHMS B MMCbMax, AaXke eC/I OHWU MPULLAN OT TBOUX APY3ei.
Jlydwe yToYHN Yy HUX, OTAPaBASAN NN OHW Tebe 3Tu hannbl;

8. Mocne okoHYaHUA paboThbl Ha MOYTOBOM CEPBUCE Nepen 3aKpblITUEM BKIaAKU C CanToOM He 3abyab
Ha>XaTb Ha "BbiATn".

KubepOynnuHr nnm BuptyanbHoe uspeBaTenbCTBO

KnbepbynnnHr - npecsiefoBaHne CcoobleHnsMn, colepXkalmmm ockopbneHus, arpeccuio,
3anyruBaHue; XyJIMraHCTBO; colanbHoe 60MKOTMPOBAHME C NMOMOLLbIO Pa3SINYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KNbepbynanHrom:

1. He 6pocaicsa B 6own. Jlyqwnin cnocob: nocoBeToBaThCA Kak cebs BeCTU 1, €Cn HET TOro, K KoMy
MOXXHO 06paTuTbCA, TO BHayane ycnokouTbCsA. Ecnm Tbl HavyHewb OTBeYaTb OCKOPONEHMSMU Ha
ockopbsieHns, TO TOJIbKO eLle 60osblle pa3oXiKellb KOHMANKT;

2. YnpaBnam ceoen knbeppenyTtauymnen;

3. AHOHMMHOCTb B CEeTU MHUMaS. CyLLl,eCTByI-OT Ccrnocobbl BbIACHUTb, KTO CTOUT 3@ AHOHWMMHbLIM
adKKayHTOM;,

4. He cToumT BeCcTM XyauraHckuin obpa3 BUPTyasbHOW XU3HW. IHTepHeT dukcnpyet BCe TBOW
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LEeNCTBUS N COXpaHseT nx. YoanuTtb nx byaeT KpaliHe 3aTpyAHUTENbHO;
5. Cobntofai CBOK BUPTYasibHYIO YeCTb CMOJI0OAY;

6. WrHopumpyn epunHW4YHbIA HeratueB. OpHopasoBble ockopbuTenbHble cooblieHns  nydiie
urHopmposaTb. ObbI4YHO arpeccus npekpallaeTcs Ha HavyasbHOW CTaauu;

7. BaH arpeccopa. B nporpamMax o6MeHa MrHOBEHHbLIMWU COOBLLEHNAMN, B COLMANbHBIX CETAX eCTb
BO3MOXXHOCTb 6/T0KMPOBKM OTNPaBKM COOOLLEHNI C ONpeaesieHHbIX alpecos;

8. Ecnn Tbl cBupeTens kubepbynnuHra. TBoM [ENCTBUA: BbICTYNMUTb MPOTMB MNpecsiefoBaTens,
nokasaTb €My, YTO ero AeNCTBUS OLEHMBAKTCS HEraTMBHO, MOALEPXKaTb »XEPTBY, KOTOPOM HY>KHa
NMCUXONOrMYyeckas NoOMOLLb, COOBLNTL B3POC/bIM O (DaKTe arpeccUBHOro NoBeAeHNs B CETH.

MoOunbHbIN TenechoH

CoBpeMeHHble CMapT(OHbI W MaaHWeTbl codep>xaT B cebe BMoOJSIHE B3POC/bIA (PYHKLMOHaN, U
Tenepb OHW MOrYT KOHKYPMPOBaTb CO CTauMOHapHbIMU KoMMbloTepaMn. O4HaKO, CPeacTB 3alnTbl 4s
NoAo6HbIX YCTPOMCTB NOKa 04eHb Masio. TeCTMPOBAHME N MOUCK YA3BMMOCTEN B HUX MPOUCXOANT He TakK
WHTEHCMBHO, Kak ans MK, To )xe caMoe KacaeTcs U MOBUIIbHbIX MPUIOXKEHNNA.

CoBpeMeHHble MObUbHbIe Bpay3epbl y)Xe MPaKTUYEeCKU AOrHasM HaCTOJibHble aHasloru, OJ4HaKo
paclimpeHne gyHKLUMOHana BreyeT 3a coboit 60/bLUYI0 C/IOXKHOCTb M MEHbLLYHO 3alULLIEHHOCTb.

[laneko He BCe MPOW3BOAUTENN BbIMyCKalOT 0OHOBIEHMS, 3aKpbIBalOWME KPUTUYECKNE YS3BUMOCTMU
ONs CBOMX YCTPOWCTB.

OcHoBHble coBeThl gna 6eszonacHoCcTN MOBUALHOIrO TenedoHa:

Huyero He saBnsetTcs no-HacToswemy 6ecnnaTHbiM. Byab OCTOpoXeH, BeAb Korpa Tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOryT BbliTb CKPbITbl KAKME-TO NaTHbIE YCNYru;

Oyman, npexnpne 4eMm oTnpaBuTb SMS, doTo mnm Buaeo. Tbl TOYHO 3HaewWwb, roe oHuM O6yayT B
KOHEeYHOM untore?

Heobxognmo 06HOBNATL OMepaLNOHHYI0 CUCTEMY TBOEro CMapTdOoHa;
Ncnonb3ynm aHTUBUPYCHbIE MPOrpaMMbl 419 MOOUIIbHBIX TeNeOHOB;

He 3arpy>xal npuao>XXeHns oT HEM3BECTHONO UCTOYHWKA, BE€b OHUN MOTYT COEep)XaTb BPeAOHOCHOEe
nporpammMHoe obecnevyeHue;

lMocne Toro Kak Tbl BblMAElWb C CalTa, rge BBOAWA JINYHYIO MHGOpPMaAUUIO, 3angn B HACTPOMKU
bpay3epa u yganum cookies;

Mepnoounydeckun I'IpOBepHIZ, KakKune rnnaTtHble YCJ1Yyr akTuBnpoBaHbl Ha TBOEM HOMeEpPE;
HaBan ceon HOMep MObUNbLHOIro TeneoHa TOJIbKO JIIOAAM, KOTOPbLIX Thl 3Haelb U KOMY AoBepsellb;

Bluetooth nonxxeH 6bITb BbIK/IIOYEH, KOrga Thl UM He MoJsib3yelwbcs. He 3abbiBalt MHOr4a NpoBepsATh
3TO.

Online urpsbl

CoBpeMEHHble OHIAWH-UTrPbl - 3TO KPaCOYHble, 3axBaTblBaloWMe pasBliedeHns, obbeanHsoLmne
COTHW TbICSIY 4YeNoBeK MO BCEMY MUPY. IFPOKN nccnenyoT AaHHbIM UM MUp, obatoTcsa gpyr ¢ Apyrom,
BbIMOJIHAOT 3afaHUsA, CPa)kaloTCs C MOHCTPaMM M MOJyyYaloT OMbiT. 3a yAOBOJSILCTBUME OHM NAATAT:
NOKymnaT OWCK, oniavymnBatoT aboHEMEHT uan nNpunobpeTatoT Kakmue-To OMnuunm.

Bce 3Tn cpefcTBa MAyT Ha nMopdep>XaHWe U pa3BUTME Urpbl, a TakxXe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPM3aLWK, BbINMYCKATCA HOBble MaTyy (UMdpoBble 3annaTku ANs
nporpaMm), 3aKpbiBalOTCA YSI3BUMOCTU CEPBEPOB.

B nonobHbIX nrpax CToUT oOMacaTbCA He CTOJIbKO CBOWX COMEPHWMKOB, CKOJIbKO KpaX>XWn TBOEro
naponjd, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpUM3aulnn 6onbLUNHCTBA nrp.
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OCHOBHble CoBeThbI Mo 6e30MacHOCTM TBOEro UrPOBOr0 akKayHTa:

1. Ecnn apyroi Urpok BeneT ceba njoxo unm cosgaeT Tebe HenpuATHOCTW, 3ab/OKUpY ero B
CNNCKEe UTPOKOB;

2. I'I0>Kany|7|c;| aAMUHNCTPAaTOpPaM Wrpbl Ha TrJioxoe roBeageHmMe >3TOro WMrpoka, »XeJsilaTeJlibHO
MPUNOXKNTb KaKne-TO OOKa3aTe/libCTBa B BUAE CKPUHOB;

3. He yKa3sbiBall INYHYIO MHOPMaL Mo B Npodaiisie Urpbl;
4. YBakan Apyrux y4aCTHUKOB MO Urpe;

5. He ycTaHaBnmBanm HeomUMabHbIE NATYN 1 MOAbI;

6. IcNonb3yn CNOXXHbIE U pa3Hble Mapoau;

7. daxxe BO BpeMfA Urpbl He CTOUT OTKJOYaTb aHTUBUPYC. [loka Tbl urpaells, TBOWM KOMMbIOTEP
MOTyT 3apa3nThb.

DULLMHI UM KpPpadKa JINYHbIX BAaHHbIX

OObI4YHOW Kpaken OeHer U OOKYMEHTOB CEerofHsl y>Xe HUKOro He yaAuBULIb, HO C pa3BUTUEM
WHTEPHET-TEXHONOrNIA 3JI0YMbILLJIEHHUKN MNepeMeCcTUINCh B WHTEPHET, U NPOoAoJ/KaloT 3aHMMaTbCS
"NobuMbIM" OenoM.

Tak nosBuaacb HOBas yrposa: MHTEPHET-MOLWEHHNYeCTBa MAN (DULLMHI, FaBHas Lelb KOTOPOro
COCTOMT B MOJIYyYEHUN KOHMUAEHUMANBHBLIX [aHHbIX MOJib30BaTeNen - JIOTMHOB M nNaposen. Ha
aHrNMnckoM asblike phishing YnTtaeTtca kak puwnHr (ot fishing - peibHasa nosns, password - Naposb).

OcHoBHble coBeThl Mo 6bopbbe ¢ pUWNHIoMm:

1. Chegun 3a cBOUM aKkKayHToM. Ecnu Tbl mogo3peBaellb, YTO TBOSA aHKeTa 6bln1a B3/10MaHa, TO
Heobxognmo 366)'IOKI/IpOBaTb ee 1 coobwnTb aMNHNCTPaTOpaM pecypcCa 06 3TOM KakK MOXXHO CKOpee,

2. NUcnonb3yn 6e3onacHble Beb-caThbl, B TOM YNCNE, UHTEPHET-Mara3nHoB N NOMCKOBbIX CUCTEM;

3. Wcnonb3yi CNOXHblIE W pa3Hble naponu. Takum obpasom, ecnm Tebs B3nomalT, TO
3/I0YMbILLJIEHHMKM NOyYaT AOCTYMN TOJ/IbKO K OJIHOMY TBOEMY Mpoduio B CETU, a HE KO BCEM,;

4. Ecnn Tebs B3noManu, To Heobxoammo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble Ao6aBsieHbl
y Tebs B Apy3bsax, 0 TOM, 4To Tebs B3/loManum 1, BO3MOXXHO, OT TBOero uMeHun byaeT pacchliaTbhCs Cram
N CCbINIKW Ha PULLNHIOBbIE CallThl;

5. YcTaHoBu HagexxHbi naposb (PIN) Ha MOBUNbHLIN TenedoH;
6. OTK/II04YM CcoXpaHeHne Naponsa B bpaysepe;

7. He oTkpbiBan aiifibl U gpyrmue BJIOXKEHMWS B MMCbMax, Aa)ke eC/IN OHWU MPULLAN OT TBOUX APY3e.
Jlydwe yTOYHU Yy HMX, OTNPaBAAAN 1 OHWN Tebe 3Tn dannbl.

Uudposas penyrtauus

Undgposasa penyTaumsa - 3TO HeraTuBHas WAM MO3MTMBHasA UWHQopMauma B cetm o Tebe.
KomnpomeTupyowas wuHOpMaLmMs, pasMelleHHas B WHTepHeTe, MOXeT cepbe3HbiM o06pa3om
0Tpa3nTbCA Ha TBOEN peanbHOW >XM3HW. "UungpoBaa penyTaumsa" - 3TO TBOW MMUAX, KOTOPbIN

dhopMupyeTcsa U3 nHgopmaumm o Tebe B nHTEpHeTE.

TBOe MeCTO XXWUTesnbCTBa, y‘-|e6b|, TBOEe (UHaHCOBOE T[O0JIOXKEHNe, ocobeHHOCTM XapakKTepa "
pPacCcKa3bl O 6111M3KNX - BCE 3TO HaKanJIMBaeTCs B CETU.

MHoOrne NoApPOCTKN NEerkoMbIC/IEHHO OTHOCATCS K Ny6/MKaumm IM4HON uHgpopMaunum B UHTepHeTe,
He MOHMMasi BO3MOXKHbIX MOCNEACTBUNA. Tbl Aa)ke HE CMOXellb AOorafaTbCs O TOM, YTO coTorpacus,
pasMelleHHasn 5 neT Haszal, cTasa NPUYNHON 0TKa3a NPUHATL Tebs Ha paboTy.

KoMmMeHTapuu, pa3sMelleHne TBOMX doTorpaduin n apyrve OencTBUA MOryT He WUCHE3HYTb Aake
nocsie Toro, Kak Tbl UX yAanulb. Tbl HE 3Haelb, KTO COXPaHWA 3Ty MHGOPMaLUMIo, nornasia An OHa B
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MOWCKOBbIE CUCTEMbI U COXPaHWIACb NN OHA, @ FlaBHOE: 4YTO NMoAyMatT o Tebe okpyxkatowwme noaun,
KOTOpble HAaNAyT 1 YBUASAT 3T0. HalTu MHDOPMALINIO MHOFO JIeT CAYCTS CMOXXET 110601 - Kak 13 fo6pbixX
noby>XaeHui, Tak U C HaMepeHNeM NPUYNHUTL Bpen. DTO MOXKET BbiTb KTO YroZHO.

OCHOBHble COBETbI MO 3alMTe LNPPOBOM penyTaunn:

1. Nooyman, npexne 4eMm 4To-To NybnmkoBaTh U nepenaBaTh y cebs B 6510re nam B COLMAJSIbHOMN
ceTu;

2. B HacTpomkax npocduna ycTaHOBM OrpaHMUYeHMA Ha MNpoCMOTpP TBOero npoduas un ero
COAEepPXXMMOro, caenamnm ero TofbKo "gnasa gpysen';

3. He pa3mewam u He yKa3biBal WHGOPMaLMIO, KOTOpas MOXXeT Koro-nmbo ockopbnsatb wunu
obmxaTtb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKOJNIbHUKN - aKTUBHbIE MOMb30BaTeNN LUUGPOBOro npoctpaHcTBa. O4HAKO Aaneko
He BCE 3HAlOT, YTO MOJIb30BAHWUE MHOTMMU BO3MOXXHOCTSIMU LIMGPPOBOro mMupa TpebyeTt cobnopeHus
npaB Ha MHTeNNEeKTyasIbHYyt0 COBCTBEHHOCTb.

TepMUH "MHTEeNNeKTyaslbHass COBCTBEHHOCTbL" OTHOCUTCSA K Pa3/IM4yHbIM TBOPEHMSAM YEJI0BEYECKOro
yMa, Ha4yMHas C HOBbIX N306peTeHnin 1 3HaKoB, o603HavYaoWmMxX COBCTBEHHOCTb Ha NPOAYKTbI N yCAyrn,
M 3aKaH4YMBas KHUramm, potorpadmamm, KNHOPUIbMaMnM U My3blKaJIbHbIMU MPOUN3BELEHNAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTeNJIeKTyalsIbHYl0 COBCTBEHHOCTb Ha MPOU3BELEHUS HayKMW,
nuTepaTypbl U UCKYCCTBa. ABTOpPCKME TrpaBa BbICTYMNAalT B KayeCTBe rapaHTUM TOro, 4TO
WHTeNNeKTyanbHbIN/TBOPYECKUA Tpyn aBTopa He 6yaeT HanpacHbiM, [acT €My chnpaBenivBble
BO3MOXXHOCTMK 3apaboTaTb Ha pe3dyfibTaTax CBOEro Tpynaa, NoJy4uTb N3BECTHOCTb N NMpu3HaHue. HNKTo
6e3 pa3pelleHNa aBTOpa He MOXeT BOCMPOU3BOAUTbL ero NMpousBefeHne, pacnpocTpaHaTb, Nyb6aAnyHO
OEeMOHCTpuMpoBaTb, nMpofaBaTb, WMMOPTUMPOBaTb, MNyCcKaTb B MpokKaT, NyOBAMYHO UCMOSNHATD,
MoKa3blBaTb/MCMNOJNIHATL B apupe nnm pasmewlaTtb B IHTepHeTe.

Ncnonb3oBaHme "nmMpaTckoro" nporpaMMHoro obecrnevyeHns MoXeT MPUBECTU K MHOTMM PUCKaM: OT
noTepyM [JaHHbIX K TBOMM aKKayHTaM [0 OJIOKMPOBKM TBOEro YCTPOWCTBa, rAe YyCTaHOBAEHa
HeneranbHas nporpaMmMa. He cTouMT Takxe 3abbiBaTb, YTO CYLLECTBYIOT JierajbHble U 6ecnnaTHble
NporpamMmMbl, KOTOPbIE MOXKHO HaTW B CETW.

O nopTtane

CeTeBNYOK.pd - TBOW I1aBHbIN COBETHYUK B CETU. 30eCb Thl MOXeLlb Y3HaTb 0 6€30MacHOCTN B CETU
MOHATHLIM N [OCTYMHbIM HA3bIKOM, @ MNPU BO3HUKHOBEHUN KPUTUYECKOW CUTyauum obpaTuTbCa 3a
COBETOM. A TakKXXe MPUHATb y4aCTne B KOHKYpCaxX U CTaTb CaMbIM LN(POBLIM rpakaaHNHOM!

Mpunno>xxeHne N 3

MamaTka pna poautenen o6 nnpopMmaumoHHOU besonacHOCTU AeTewn

OnpepeneHne TepMunHa "MHGpOpMaunoHHaa 6e3omacHOCTb OeTen" copepxutca B PeagepasibHOM
3akoHe N 436-93 "O 3awmnTte geTen oT UHgopMaunun, NPUYNHAIOLWEN Bpea UX 300pOBbLI0 U pa3BuUTumo",
peryampyowmmMm OTHOLWEHNS, CBA3aHHbIE C 3alWNTON AeTen OoT MHAOopPMauUn, NPUYUNHAIOLLENA Bped WX
300pOBbI0 U (MnKn) passuTuio. CornacHo AaHHOMY 3aKOHY "MHMoOpMaunoHHasa 6e3onacHoCTb geten” -
3TO COCTOSIHME 3alUMUWEHHOCTW, MPUM KOTOPOM OTCYTCTBYET PUCK, CBHA3a@HHbLIA C MNpPUYNHEHUEM
MHopMaLnen Bpefa UX 340P0BbI0 N (MNK) PU3NYECKOMY, NCUXNYECKOMY, AYXOBHOMY, HPAaBCTBEHHOMY
pa3BuUTUIo.

B cuny ®epepanbHoro 3akoHa N 436-03 uHpopMaunen, NpUYNHSAIOLWEN Bpend 340p0BbI0 U (1nun)
pa3BUTUIO OeTeEN, ABNAETCS:

1. nHopMaLus, 3anpeLleHHas ANs pacrnpoCcTpaHeHUs cpeaun aeten;

2. nHopMaLUns, pacnpocTpaHeHe KOTOPOW OrpaHNYEHO Ccpean AeTen onpeaesieHHbIX BO3PaCcTHbIX
KaTeropun.
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3. K uHdopmauunn, 3anpeleHHon ansa pacnpocTpaHeHns cpean aeten, OTHOCUTCS:

4. vHopMauus, nobyxnawllas OeTeln K COBEPLUEHUO AEACTBUIA, NPeACTaBNsWMX Yrpo3y ux
YKU3HU 1 (UIX) 300POBbLIO, B T.4. MPUYMHEHUIO Bpeaa CBOEMY 3[0PO0Bbl0, CaMoybUncTBy;

5. cnocobHOCTb BbI3BaTb Y AETEN XeNaHue ynoTpebnTb HapKoTUYeCKne CPpeacTBa, MCUXOTPOMHbIE U
(nnn) opypMaHuMBaloWMe BewecTBa, TabayHble W34eNusl, ajkoroJibHyl U CAUPTOCOLEP KAaLLyHo
NPOAYKLNIO, MNBO U HAaNUTKK, N3roTaB/IMBAaeMble Ha €ro OCHOBE; MPUHATb y4acTue B a3apTHbIX Urpax,
3aHMMaTbCA MPOCTUTYLUMEN, BPOASIKHMYECTBOM UM NOMNPOLIANHNYECTBOM;

6. obocHoBbIBalOWasa nan onpaAabiBawOWwaa OO0MNYCTUMOCTb HaCUana wm (nnn) »xectokoctn nmnbo
I'IO6y)K,EI,afOLLI,aFI OCyLLeCTBJIATb HaCU/IbCTBEHHbIE O0ENCTBNSA MO OTHOLWEHUIO K JIIOAAM U XXNBOTHbIM;

7. oTpULaloLWAs CeMelHble LLeHHOCTU 1 (hopMUMpPYIOLLLAs HEYBaXKeHNE K poauTensm u (unum) apyrum
4yJleHaM CeMby;

8. onpaBAbiBatoLLas NPOTMBONPaBHOE NOBEAEHNE;
9. cogep>kawas HeLeH3ypHyto BpaHb;
10. copgepxallas nHGopMaL Mo NOpHOrpanyeckoro xapakrepa.

K nHgopMaumn, pacnpocTpaHeHne KOTOPOW OrpaHMYeHO cpeaun AeTel onpeaesieHHOro Bo3pacTa,
OoTHOCUTCS:

1. nHopMaums, NnpencTaBnseMas B Buae n3obpa>keHus nam onnmcaHus XecTtokocTu, usn4yeckoro
N (UNIN) NCUXNYECKOTO HACKUAINSA, NPECTYNNEHNS NN MHOIO aHTMOBLWECTBEHHOIO AENCTBUS;

2. Bbi3blBaloWas y AeTen cTpax, y>Kac WM NaHuky, B T.4. NpeacTaB/sieMan B Buae nsobparkeHus
WM OMUCaHUA B YHMWKAlOLEN YenoBeyeckoe [OCTOMHCTBO (oOpMe HeHaCWIbCTBEHHOW CMepTw,
3aboneBaHUs, camoybuincTBa, HECHYACTHOrO CJlyYasi, aBapumn UK KaTacTpodbl 1 (UN) UX NOCNenCTBUNA;

3. NnpeacTaBnsemMas B BuAe M306pa>keHns nam onncaHnUs NosIoBbIX OTHOLIEHUN MeXXOY MY>XUYUHOWN U
XKEeHLnHom;

4. copep>kawasa 6paHHble C/I0OBa N BblPaXKeHMNS, HE OTHOCALLIMECS K HEeLLeH3ypHON BpaHu.

C y4yeToM 3TOro Bam npegnaratotcs npasunia paboTbl B ceTn MHTEpHET ANa pa3fIMYHbIX BO3PACTHbIX
KaTeropuin, cobnogeHne KOTOpPbIX MO3BOAUT obecneynTb WUHGOPMaLUMOHHYO 6e30MacHOCTb BalluX
neTen.

O6wiume npaBuna ansa poaurenen

1. He3aBucuMo OT BoO3pacTa pebeHka WCNoNb3ynTe nporpammHoe obecnevyeHue, nomMoratouiee
dunbTpoBaTh U KOHTPOAUPOBATb WHpOpMaLUMO, HO He MnosaralTecb MNOJIHOCTbD Ha Hero. Bale
BHMMaHMe K pebeHKy - rnaBHblA MeTOoA 3aluThbl.

2. Ecam Baw pebeHoOK unMeeT akkKayHT Ha OAHOM M3 couumasbHbIX cepBucoB (Livejournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHMMaTeNbHO W3Y4YUTE, KaKyld WHPOPMaLUUIO MNOMELLAT €ero
y4aCTHMKN B CBOUX Npodunsax u bnorax, Bkadasa poTorpachum v Bugeo.

3. lMpoBepbTe, C KakuUMU APYrMMnW CanTaMu CBA3aH couuvalbHblA cepBuC Bawero pebeHka.
CTpaHuykn Bawero pebeHka MoryT 6biTb 6e30MacHbIMM, HO MOFYT U COAep)XaTb CCbUIKA Ha
HexxenaTesibHble U oracHble calTbl (HanpuMmep, MOPHOCaANT, UM CaWT, Ha KOTOPOM ApYyr ynoMumHaeT
HoMep coToBoro TenedoHa Bawero pebeHka nnm Baw gomalwHWn agpec).

4. NoowpanTte Bawmnx geten coobwaTtb 060 BCEM CTPaHHOM WAN OTTAJIKMBAKOLLEM U HE CJULLIKOM
OCTPO pearvpymnTe, Korga OHWM 3TO AenatT (M3-3a onaceHns noTepsaATb AOCTYN K VIHTepHeTy geTtn He
roBopsaT poauTensm o npobnemax, a TakXe MOryT Ha4daTb WCMONbL30BaTb MHTepHeT BHe AoMa WU
LUKOJ1bI).

5. ByAbTe B Kypce ceTeBOM XU3HM Bawero pebeHka. MIHTepecyinTecb, KTO UX Apy3bs B UHTepHeT
TakK Xe, KaK UHTepecyeTechb peasibHbIMU APY3bAMMU.

BospacTt ot 7 no 8 net
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B MHTepHeTe pebeHOK CTapaeTca NOCETUTb T€ UM UHble CallTbl, @ BOSMOXXHO W YaTbl, pa3peLlueHne
Ha nocewleHne KOTOopbIX OH He mosyynn 6bl oT poauTenei. MosToMy poanTenam ocobeHHO Mone3Hbl
6yoyT Te OT4YeTbl, KOTOpble MNpPenoCTaBNSATCA MNporpaMMaMy MO OrpaHUYeHUo WUCMNOSIb30BaHUSA
NHTepHeTa, T.e. POANTENLCKUIA KOHTPOJIb WX TO, YTO Bbl CMOXXETE YBMAETb BO BPEMEHHbIX aiinax. B
pe3ynbTaTe, Yy pebeHka He OyneT owyuleHus, YTO 3a HUM BeOeTCs MOCTOSAHHbLIA KOHTPOJIb, OA4HAKO,
poanTenn byayT no-npexxHemy 3HaTb, KakuMe caiTbl nocewaeT nx pebeHok. [leTn B AaHHOM Bo3pacTe
obnafatoT CUbHLIM YyBCTBOM CEMbMW, OHW LOBEPYMBbLI M HE COMHEBATCA B aBTOpUTeTax. OHU nobaT
urpaTb B CeTeBble Urpbl U NyTELEeCTBOBAaTb N0 MHTEPHETY, NCMO/b3ys 3JIEKTPOHHYIO MOYTY, 3aX0AUTb
Ha CalTbl U YaTbl, HE PEKOMEHA0BaHHbIE POANTENAMMU.

CoBeTbl N0 6e30nacHOCTM B ceTu IHTepHeT ana neten 7-8 net

1. Co3panTe CNMCOK AOMALLHMX NpaBu noceuweHns NHTepHeTa npu y4yactum geten n tpebyinte ero
BbIMNOJIHEHUS.

2. Tpebynte oT Bawero pebeHka cobniogeHns BPEMEHHbIX HOPM HaxXOXAEHWUS 3a KOMIMbIOTEPOM.
MNMokaxnte pebeHky, 4To Bbl HabnogaeTe 3a HUM He MOTOMY 4TOo BaM 3To xo4eTcs, a NOTOMY 4TO Bbl
b6ecrnokouTecb 0 ero 6e30nNacHOCTN 1 BCerfga rotoBbl €My MOMOYb.

3. KoMmnbloTep ¢ nopkaodeHnem K WHTepHeTy [JosKeH HaxoAuTbcs B obuien KoMHaTe nopg
MPUCMOTPOM poauTenen.

4, V|CI'IOJ'Ib3yI7ITe cneunalibHble AETCKUE NMONCKOBbIE MallNHbI.

5. Wcnonb3yinte cpenctBa 6/I0KNPOBAHMS HeXXenaTeslbHOr0 KOHTEHTa KakK [OMoJIHeHMe K
CTaHOapTHOMY PoanTenbCKoMy KOHTPOJIHO.

6. Co3OanTe CeMeMHbIN 3NEKTPOHHbLIA AWK, 4YTOObI He MNOo3BOINTL AETAM MMEeTb COBCTBEHHbIe
ajapeca.

7. Bnokuvpymnte pocTyn K cantamMm C 6ecnnaTHbIMWA  MOYTOBLIMU  SAWMUKAMWU C  MOMOLLbIO
COOTBETCTBYIOLLErO NMPOrpaMmmMHoro obecneyeHus.

8. Mpuyuynte neTen coBeToBaThbCA C Bamum nepen onybnvkoBaHMEM Kakon-nnmbo MHGopMauunm
CpencTBaMmn 3N1eKTPOHHOM MOYTbI, YaTOB, PErMCTPALMOHHBLIX (POPM 1 NpodUIen.

9. HayunTe peTen He 3arpy>aTb (alfbl, MporpamMmmbl Uan My3biky 6e3 Ballero cornacus.
10. He pa3pewante oeTaM UCN0Sb30BaTb CNy>KObl MFTHOBEHHOIr0 obMeHa coobLeHnaMN.

11. B "6enbin" CNMCOK CanWTOB, pa3peLlleHHbIX A8 NOCELEeHUS, BHOCUTE TO/IbKO CalTbl C XOPOLUEN
penyTauunen.

12. He 3abbiBanTe becenoBaTb C AeTbMWU 00 MX ApPYy3bAX B NHTepHeTe, Kak ecnn Obl peyb wWnia o
APY3bsaX B peasibHON XXN3HMW.

13. He penante "Taby" M3 BONPOCOB MOJZIOBON »XW3HW, TaK Kak B VIHTepHeTe AeTu MOryT NIerko
HaTKHYTbCA Ha NopHorpadguio UM canTbl "ANS B3POCbIX".

14. MpuyunTte Bawero pebeHka coobuwiaTb BaM O NOObIX Yyrpo3ax WM TPeBOrax, CBSA3AHHbIX C
NHTepHeToM. OCTaBalTeCb CMOKOMHBLIMA WU HAMOMHUTE AETSIM, YTO OHM B 6E30MacHOCTW, ecan camu
pacckasasim BaM O CBOMX TpeBorax. [oxBanuTe uUX M MOCOBETYWTE MOAONTM elle pa3 B MOA06HbIX
cnyyasnx.

Bospact petenh ot 9 no 12 net

B maHHOM BO3pacTe feTu, KaK MNpaBuniio, y>Ke HacsiblllaHbl 0 TOM, Kakas MHopMaLunsa CyLlecTByeT B
NHTepHeTe. COBeleJeHHO HOPMaJlIbHO, YTO OHU XOTAT 3TO YBUAETb, NpPoYecTb, ycabiwaTbk. Mpn aTOM
HY>XHO MNOMHWTb, 4TO A0CTYN K He)XeJlaTeJibHbIM MaTephaslaM MOXHO Jierko 336)'IOKVIpOBaTb npn
nomouin cpencTts PoonTenbCKOro KOHTpPOIA.

CoBeTbl Mo 6e3onacHoCcTW ona geten ot 9 go 12 net

1. Co3paiTe CNUCOK AOMALLHMX NpaBun noceweHnss UIHTepHeT npu yvyacTumn aeten n Tpebyinte ero
BbIMOJIHEHUS.
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2. TpebyinTe oT Bawero pebeHka cobstoAeHNs HOPM HAaXOXXOEHMWS 33 KOMMbIOTEPOM.

3. Habniopante 3a pebeHkoM npu paboTe 3a KOMMNbIOTEPOM, MOKa)KUTe emy, 4To Bbl 6ecnokonTech
0 ero 6e30nacHOCTM 1 BCerga roToBbl OKa3aTb €My MOMOLLb.

4. KomnbloTep C noakswyeHneM B WHTepHeT [o/mKeH HaxoOuTbCa B obuen KoMHaTe nojg
NMPMCMOTPOM poanTenen.

5. WUcnonb3ynTte cpeactBa bO/IOKMPOBAHUA HEXENaTeNbHOr0 KOHTEeHTa KakK [OOMoJIHeHnEe K
CTaHAapTHOMY PoanTenbckoMy KOHTPOJIHO.

6. He 3abbiBaiTe NpuHMMaTb HEMNOCPEACTBEHHOE y4acTue B XU3HN pebeHka, becenoBaTb C AETbMMU
06 nx opysbsx B UHTepHeTe.

7. HacTtamBanmTte, 4Tobbl OETM HUKOrAa He COorjalasncbk Ha JIMYHblE BCTpeYu C JPy3bsAMU MO
NHTepHeTy.

8. Mo3BonanTe geTsaM 3aX0AUTb TOJIbKO Ha CalTbl U3 "6enoro" cnucka, KOTopbIA Co3aalnTe BMecTe C
HUMN,

9. MpuyynTe geTen HUKOraa He BblAaBaTb JINYHYKO UHGMOPMALMIO CPEACTBAMU 3NEKTPOHHOW MOYTHI,
4aTOB, CUCTEM MITHOBEHHOI0 06MeHa CO0BLLEHNAMUN, PErMCTPALNMOHHBIX (POPM, JTIMYHBIX NPOodUIen 1 npu
perncTpaunm Ha KOHKypchl B IHTepHeTe.

10. MpuyynTe OeTen He 3arpy>xaTb NporpaMmbl 6e3 Bawero paspeweHunst. O6bACHUTE UM, 4TO OHM
MOTYT CJly4allHO 3arpy3nTb BUPYCbl UK OPYroe HexXenaTeslbHoe nporpaMMHoe obecrnedyeHue.

11. Co3panTe BaweMy pebeHKy orpaHMYEHHY0 YHETHYIO 3anncb ansa paboTbl Ha KOMMNblOTEpE.

12. Mpuy4nTte Bawero pebeHka coobwaTb Bam 0 NobbiX yrposax waM TpeBorax, CBsi3aHHbIX C
NHTepHeTOM. HanomMHuMTe peTsiM, 4TO OHM B 6e30MacHOCTM, €CM CaMU pacCKasasvm BaM O CBOMX
TpeBoOrax 1 onaceHusx.

13. Pacckaxute geTsam o nopHorpadun B IHTepHeTe.

14. HacTtamBanTe Ha TOM, 4TObbl OeTn NpPenoCTaBAsAN BaM OOCTYMN K CBOEN 3JIEKTPOHHOM MoyTe,
4TO6bI Bbl YOEOnAnchb, 4TO OHN He 0BLLAOTCS C HE3HAaKOMLUaMW.

15. Ob6bACHUTe [EeTAM, 4YTO Henb3A MCMNOoMb30BaTb CETb AJIS XYJUraHCTBA, PacnpoCTpPaHEeHus
CNNeTeH NN yrpos.

BospacTt peten ot 13 po 17 ner

B 3ToM Bo3pacTe NOAPOCTKM aKTUBHO MUCMOJIb3YIOT MOMCKOBbIE MALLWHbI, MOJIb3YHTCA 3/1€KTPOHHOWN
no4Toun, cny>xbamm MrHOBEHHOro obMeHa COObLLIEHNAMM, CKaYMBaOT My3blKy U (OUIbMbI. Manb4yMkaM B
3TOM BO3pacTe 6osiblle Mo HpaBy CMeTaTb BCE OrPaHMYEHUS, OHU XKaXKayT rpyboro romopa, a3apTHbIX
Urp, KapTUHOK "ANs B3poc/bix". [eBOYKM MpennoynTaloT obwaTbcs B YaTax, NpyM 3TOM OHM ropasfio
6onee YyBCTBUTEJIbHbI K CEKCYaslbHbIM AOMOraTebCcTBaM B IHTepHeTe.

3a4acTylo B JaHHOM BO3pacTe POAUTENAM yXKe BeCbMa C/I0)KHO KOHTPOJIMPOBaTb CBOMX AeTeln, Tak
Kak 06 WHTepHeTe OHU y>XXe 3HalT 3HauyMTenbHo 6onblle cBoUX poauTenen. TeM He MeHee, He
oTnyckanTe geten B "cBobogHoe nnaBaHme" no WMHTepHeTy. CTapalTecb akTMBHO Yy4yacTBOBaTb B
obuweHnn pebeHka B MHTepHeTe.

Ba>xHO mo-npexxHeMy cTporo cobnogaTb npaBuna NHTepHeT-6€30MaCcHOCTU - COrjlalleHne Mexxay
poantenamMn n aetbMu. Kpome TOro, Heob6xoOMMO KaK MOXXHO Yalle MNpocMaTpuBaTb OT4YETbl O
nesaTencHoCcTn petenm B NHTepHeTe. CnepyeT obpaTuTb BHMMaHWE Ha HeobXoOMMOCTb COAEpP>KaHUSA
poANTENbCKUX Maposien (naposien agAMUHUCTPATOPOB) B CTPOroOM CekpeTe U obpaTuTb BHUMaHME Ha
CTPOroCTb 3TMUX Naponen.

CoBeTbl No 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3panTe CNWCOK AOMAaLLUHUX NpaBwun nocewieHns WHTepHeTa npu yyacTum MOJPOCTKOB W
Tpebynte 6e3yCcNnoBHOro ero BbIMoJsIHEHUA. ObroBopuTe C pebeHKOM CNUCOK 3arpeLlieHHbIX CanToB
("JepHbI cnncok"), Yackl paboThbl B IHTEpHETE, pYKOBOACTBO Mo obuweHnto B UHTepHeTe (B TOM 4Yucse B
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yaTax).
2. KoMnbloTep € nogkatoyeHnem K cetn NMHTepHeT AoJI>KeH HaxoauTbcs B oblien KoMHaTe.

3. He 3abbiBanTe becenoBaTb C AeTbMU 06 nx Opy3bsax B IHTepHeTe, 0 TOM, YEM OHWN 3aHATbI TAKUM
obpa3om, byaTo peyb MAOET O OPY3bsAX B peasbHOM XU3HW. CripawlmMBanTe O JIOASAX, C KOTOPLIMU OETU
oblwaTca NocpeacTBoM Cny>K6 MrHoBeHHoro obMeHa coobueHnamMu, 4Tobbl yoeanTbCs, 4TO 3TK 04N
MM 3HAKOMblI.

4. Wcnonb3yTe cpenctBa OM0KMPOBAHUA HEXEeNaTeNbHOro KOHTEeHTa KakK [AOMoJIHeHue K
CTaHAapTHOMY PoanTenbckoMy KOHTPOJIHO.

5. Heobxooumo 3HaTb, KakmMuy YaTaMu MNOJb3ylOTCA Bawwu pgetwn. MNoowpsanTe uCMonb3oBaHME
MoAepupyeMbiX 4aTOB N HacTamBanTe, 4ToObl eTn He obLanmcb B NPMBaTHOM peXxxume.

6. Hactameante Ha TOM, 4TOObl OEeTW HUKOrga He BCTPEYaUCh JIMYHO C APY3bSMU U3 CETU
NHTepHeT.

7. MNpuyynTe AeTen He BblAaBaTb CBOK JINYHYK WMHGOPMaLUIO CpeacTBaMu 31EeKTPOHHON MOYTHI,
4aTOB, CUCTEM MITHOBEHHOI0 06MeHa CO0BLLEHNAMUN, PErMCTPALMOHHBIX (POPM, JTIMYHBIX NPodUIen 1 npu
perncTpaummn Ha KOHKypchl B IHTepHeTe.

8. MpuyynTe AeTel He 3arpyXaTb Nporpammbl 6e3 Bawero paspelwieHns. O6bACHUTE UM, 4TO OHMU
MOTyT CJly4allHO 3arpy3nTb BUPYCbl UK OPYroe HexXenaTeslbHoe nporpaMMHoe obecrneyeHue.

9. Mpuyynte Bawero pebeHka coobwaTb BaM O NobbIX yrpo3ax WAM TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanoMHMTe peTaMm, 4To OHM B 6e30MacHOCTWM, eCcaM CaMu pacCKasasin BaM, O CBOUX
yrposax unu Tpesorax. lNoxsaante nx n NOCOBETYNTE NOJOMNTY ewe pa3 B NOAOOHbIX Cyyasnx.

10. PacckaxuTte petam o nopHorpacgpum B WNHTepHeTe. [lomMormte vM 3allMTUTLCA OT Chama.
HayynTe noApoCTKOB He BblgaBaTb B VIHTepHeTe CBOero peasibHOro 3JIeKTPOHHOIro ajpeca, He
OTBeYyaTb Ha HeXXenaTeJsibHble NMMCbMa N NCMO0J1Ib30BaTh CreunasibHble NOYTOBble PUIIbTPbI.

11. Mpuny4dnTte cebs 3HaKOMUTLCS C CanTaMun, KOTOpble NoceLLaoT NOAPOCTKN.

12. Hay4uTe peTen yBa)kaTb APYrMX B UHTepHeTe. Y6eanTechb, YTO OHM 3HAlOT O TOM, YTO MpaBusa
XOPOLLEro NoBefeHns AeNCTBYIOT Be3Ae - AaXKe B BUPTYaslbHOM MUpe.

13. Ob6bACHUTE [eTAM, YTO HM B KOEM CJlydae Henb3s UCnosb3oBaTb CeTb 018 XYJUraHCTBa,
pacrnpoCcTpaHeHUs crnieTeH N yrpo3 ApYruM JoasMm.

14. ObcyauTe C NOAPOCTKaMU TMpobsieMbl CETEBbIX a3apTHbIX WUrP U MX BO3MOXHbIA PUCK.
HanomMHWUTe, 4TO AEeTU He MOryT UrpaTh B 3TU UIPbl COMNACHO 3aKOHY.

MOCTOSIHHO KOHTPOJIMPYTE UCMNoJib30BaHMe MHTepHeTa BawunmM pebeHkoM! 3To He HapylleHue ero
JINYHOrO TMPOCTPaHCTBA, a Mepa nMpPeaoCcTOPOXHOCTU U NposiBsieHne Ballein poauTenbLCKown
OTBETCTBEHHOCTU N 3a60Thl.

DNEeKTPOHHbIN TEKCT LOKYMEHTa
noarotosneH AO "Kogekc" n ceepeH no:
paccoblyika

NC «Kopekc: 6 nokoneHme» HTpaHeT



